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So me uses of PKI

e Authentication of people, resources, places
e Encrypt and/or digitally sign

¢ E-mall

¢ Code objects

¢ Communication channels

e Basis for strong authorization
e Keystone of secure applications

What issues arise when you actually want to use
PKI In an application-based infrastructure?




Center for Infor mation I'nfrastruct wre Technol ogy

What does an X.509 c atifcated @ | ¥ W

PKI X.509 certificates bind an identity to a public key
The person with the distinguished name

E=jar@yl2.doe.gov, CN=James A. Rome, UlD=jar, L=0ak Ridge\, TN, ST=Administrator,
OU=Center for Information Infrastructure Technology, O=Materials Microcharacterization
Collaboratory, C=US

IS known by the public key
30:81:89:02:81:81:00:B1:F1:FC:D0:D8:6F:B3:71:73:
36:6B:5F:1C:9F:9B:5B:E9:35:84.95:A1:C0:2D:B2:E5:
5D:0F:8C:B8:4E:78:69:B8:BB:E3:71:B5:C2:AB:08:8A:
8F:47:3C:51.CB:AC:F2:F3:D0:B4:2F:2F:34:F7:E1:1D:
30:D5:51:F1:72:F9:3D:AE:C1:5D:5B:26:39:5A:DA:10:
CF:A3:3E:95:99:7A:F3:27:79:88:7A:BC:E4.9A:F6:39:
87:9A:49:E0:70:9A:E4:B4:29:93:33:C0:41:59:FB:41.
B6:D8:B1:A7:39:FC:5D:17:1B:75:AF:B2:81.EC.EE.E7:
A7:A7:FB:85:17:B1:33:02:03:01:00:01
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Isthi sen agh?

e There Is at least one more James A. Rome

(I own his paintings!)
e Is the information in the DN enough to pin down

which James A. Rome you want to deal with in a
large trust realm? How about John Smith?

e Do you accept the assurances of the authority
that issued my certificate?

(Issuer: CN=MMC CA,OU=Center for Information Infrastructure
Technology,O=Materials Microcharacterization Collaboratory,L=0ak Ridge\,
TN,ST=Administrator,C=US)

e Is my certificate valid right now?

e Do you want to trust me for everything?
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A bank, the IRS (One-way trust)

e They only care that you identified yourself with a valid
social security number (your “identity”)

e As long as there is money in the account the PKI
certificate from a bank identifies its customer for Its
purposes

+ |f you are a crook, it is someone else’s problem

e Your social security number is a unique government
identifier, but you may have many certificates

+ What information do you want in your certificate?
+ \What information does the issuer want in it?

+ What ever happened to privacy?
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The whole Canadian government has Entrust
certificates

e Can you use the certificates to really identify the
person you want?

e Should they be trusted? (Two-way trust)

In general, an out-of-band method is needed to
really identify someone to your satisfaction

e You know someone who knows him (PGP)
e YOou met them at a meeting and have their e-malil
e The owner of a resource says “OK”
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e A collaboratory works well
+ ~100 people
+ PGP model of trust works
+ Members unlikely to become criminals overnight

e A National Laboratory is kind of big

¢ Everyone has a government badge, including
— grad students from India
— janitors, guards, secretaries, scientists

¢ Can you tell which is which?
¢ For some things it matters

The applications using PKI must enforce restrictions
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PKI can provide strong authentication, but only the
owners of resources can authorize their use

e How do you use certificates in the authorization
process?

e Can you guarantee that stakeholder rights are
enforced? (See Akenti in my other talk)

e IS their an audit trall for legal action in case of
criminal activity?

e¢\Who determines and maintains the security
policies?
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Sec wity and n ew aeking

With million-$ instruments on line, security is a
necessity.

e Fast, transparent encryption

e Secure multicast for conferencing and group
collaboration

e Accurate and fast knowledge of who Is accessing
our devices from across the net

Certificates are the key to achieving above
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A PKI infrastructure Is the most mature solution available for
Implementing security

e SSl-based Web servers

e SSL hooks in Java, CORBA, Entrust toolkits

e Client certificate management in Netscape and IE
e S/MIME e-malll

e Signed Java and JavaScript applets
(override security of sandbox)

e Server-side programs
e Stand-alone applications

So, what is involved in deploying these tools?
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Certificates issued by agency or Laboratory:

e Users may already have certificates to support other
applications

e Organization accepts cost of maintaining infrastructure
e Probably will be part of FPKI
e Certificates are fairly generic
Certificates issued by collaboratory or project:
e Local control over certificate content
e Easier to identify authorized users
e May not be recognized by FPKI
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Netscape, IIS, and Apache (Stronghold) all support
SSL encrypted channels.

e |t Is easy to configure a Web server to require
certificates and to only accept those from one CA
e You need a server certificate

¢ Minimum cost is ~$300

+ You may need a Dunn and Bradstreet report and letter
from the company President,...

e ORNL uses Thawte server certificates

e YOu probably want to issue your own server
certificates . . .
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Certificate Authority software allows you to issue
server and client PKI certificates

e Roll your own with SSLeahy or newer toolkits
+ Bad idea. No tools, no user interfaces, etc.

e Buy one from Netscape, Entrust,...

+ Netscape cost ~$31 (internal), $8 (external) per
certificate

e You want your CA to be on a secure machine
(locked room, not a lot of other things on It).

e \What should the Federal policy on recognizing
these CAs be?

dddddddd
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e Hard to use on someone else’s computer
(you cannot put the certificate on a floppy disk and use it directly)

e Only the latest browsers can manage certificates

|denhficatian

_Ollagoaratar fr' ]

n Collaboratory 1D

cterization Collaboratory 10
James A, BEome's YenSign, Inc, ID #2 (expired)

e It is very difficult to create Web applications that can access the client
certificate DN directly, so that you can use it to implement policy
decisions

+ The usual APIs expect access via LDAP servers

e It is almost impossible to allow a user to access his private key
outside of the browser
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e How do they handle multiple certificates?
+ 1 certificate/e-mail address.

e Must use Netscape orlES5. IE4 never worked
properly.
e Can certificates be spoofed? — Yes

+ NS accepts every certificate In
Slgned E-ma” and Overwntes The.-‘_-':-t? are certificatiﬁ from other people:
existing certificate entry.

+ Only stores user certificates
by e-mail address.
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CA issues

e NO obvious “accept CA” mechanism

+ Certificate Is invalid if the CA not on your “approved”
list. But no info on how to get the CA certificate.

e Most certificates do not contain CRL URL

e Generally no ip address for the CA or LDAP
server In the presented certificate

e \What does “certificate Is valid” mean?

+ CA on approved list
¢ Today Is In the certificate validity range

+ Netscape 6 will allow you to designate a place to verify
certificates (all or nothing)
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E’t‘lﬂ'iew A Perzonal Certificate - Netzcape

This Certificate helongs to: This Certificate was issued hy:
William E. Johnston IDCG-CA

These are certificates from other peo| we@georgelulgov 105D
ICaD Lawrtence Berkeley National Laboratory

allendb1@oml. goy ] | Lawrence Berkeley National Laboratory U3
elgamal@netscape.com —| U3

jimgeuini@cyberservices. com Sﬂl_f'iﬂlﬂlu_nher: EE . .
This Certificate is valid fiom Fri Feh 06, 1998 to Sat Jul 31,1999

Ipziornl. gov Certificate Fingerprint:

|spitzE@newlogic.com 46931 F6-4B:CLF5 6302 EA AF 433 DT F2T7
mogmlynaEiname. com
weliEdgecrge. bl ooy # Verify A Certificate - Netscape
wejohnston bl gov
wrightmei&arml. goy

yannigigafiu. edu

Verfication of the selected cettificate failed for the following reasons:

wejiigeorge Jhl zov
nable to find Certificate Authority

[

To get certificates from a network Direc

=earch Directory

advanced
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Broad user categories
might suffice to define
access permissions.

This role can be
embedded in the user’s
certificate if you have
control over what goes
Into your certificates.

This Certificate was issued by:
MMC Ch
Dak Ridge Mational Laboratory
tional Labaratory icrocharacterization
rocharacterization "ato
Collaboratory
Oak Ridge, TH, Administrator, US
Serial Mumber: 06
This Certificate js'valid from Mon May 03, 1999 to Sat May 01, 2004
Certlfu::ate Fj gerprlnt
AL CEI3VIBE: 3244 44:39:00: EQ
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Summry

Getting PKI certificates Is only a small part of the
process. Many issues must be resolved:

e \Which certificates and CA will you use?

e \What sort of PKIl-enabled applications will you
support?

e How will the “out-of-band” information about the
certificate holder be obtained?

If it IS not made easy and advantageous for the
user, it will not be used




