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Certificate functions

Strong authentication
An external authority vouches for your “identity.”

It contains the public key of the certificate
holder that allows another entity to encrypt
messages that only the certificate holder can

decrypt.
It is the foundation of privacy and security on
the Internet.

electronic commerce

encrypted transmissions




My VeriSign certificate

. MNetscape
Your Certificates
Security Info v i}.:'fvfr:_;-\ufiew A Perzonal Certificate - Netscape
ty 01l Can Use a—
Comnmicator | This Certificate helongs to: This Certificate was issued hy:
Passwords signed by the | J2mes A Fome VeriSign Class 1 Ca - Individual
Navigator jaEord. gov Aubsciiber
Drigital I Class 1 - Metscape Full Service Weridigrn, Ine.
Messenger These are yo wana vetizign comltep o sitoryCPE Incorp. by Ref TIABITD(G®  Internet
. CSadmint|  Yetbign Class 1 CA - Indindual Bubscriber
Java/JavaScript James A VesiSian, Inc.
. N Internet
Certificates James A,
- Ro Serial Mumber: 60.BEZF 2042 AB BF.DEEZ.D02E AT B6: B4 DA Fa
Y ours X = This Certificate i valid fiom Mon May 05, 1997 to Wed MMay 06, 1998
| AMES "0 certificate Fingerprint:
People testl's Ma|  o4.50.00.49 B3 43:4B.0F 3F C4:76 E5:92 BT FO.90
Weh Sites Comment:
o CAUTION: The Comtmon MName in this Clazs 1 Digital i‘
leEs ID iz not authenticated by VeriSign. It mavy be the
Cgmtng@ghic holder's real name or an alias. Veri3ign does auth-
Modules You should m:| |enticate the e-mail address of the holder.
vour cettificats f
hawve probletns
(et a Cert
] 4

' pakc Ridge

- Mational Laboratory -




Public and private keys

Keys are the two parts of a mathematical
operation that is easy to do if you know both
parts, but computationally intensive to crack if you
only know one.

Prime factors of large (1024 bit) polynomials

Discrete logarithms

The details are unimportant, but the two numbers

become your
public key - available to the world
private key - known only to you and kept securely
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How do you get keys and certificates?

Keys are generated on your PC because the
private key should never leave your possession.

Can be done by a Web browser or an application
program such as PGP, SSH,....

To get a certificate for your browser, visit the
Web site of a Certificate Authority (CA) and
apply for a certificate. You might have to

submit proof of identity

pay a fee

appear in person




Getting a certificate

CERTIFICATE
SERVER

Options

Puhlic Menu

ﬁ] Select Certificate Type

10
This Website

Fequest a
Ferzonal

Certificate

+ Browser Certificate - Generated Secret Example Type 1
= This certificate contains anly your name. You can use it to identify yourself to Web sites.

Eequest a
Betver

Certificate + Browser Certificate - Generated Secret Example Type 2

» This certificate containg your name, location, e-mail address, and telephane number, It
tan be used both to identify yourself to Web sites and to authenticate yourself when
sending e-mail messages.

Heatch for
Cettificates

List Certificates
Accept This

Authority in
Yo Mavwigator

Cerffvate

Accept This
Authority in
Wour Server

Eevwiew

Corifict Each CA package uses its own user interface

Eevocation List

Notify Jim Rome of
¥our request




Applying
for a
certificate

? 4'800kmarks .

Metsite: Ihttps: Admme.epm.oml.gov: 4433/

Certificates  Pubs  Meeting Sitez FileRoom web ClS  Secunty  Kerberoz NT - Mo Stuff LM MMC  Lookup

NETSCAPE
CERTIFICATE
SERVER

Public { |

Public Menu

Reguest 2
Personal

Certificate

Reguest 3 Serwer
Certificate

Search for
Certificates

List Certificates

Sccept This
Suthority in Your

Mavigator

Accept Thiz
Autharity in Your
Server

Review Certificate
Revocation List

Request a Personal Certificate

Thiis farr will Relp you put bagether the inforration that you need ko submit 2 request For 2 personal certificate.

IMPDORTANT
Wihen making Mz reguest pou must wee be Mavigator in which pou wish fo wse We certiicate.

User's Name

Enter values for those fields that you wish to have in your certificate.

Do not abbreviate! e.g., use Dak Ridge National Laboratory so# ORNL or Dak Ridge National
Lab.

NOTE

The Status categories are: Guest, Student, Researcher, Operator

Your Full Name: |

Login Name: |

Your E-mail Address: |

Laboratory: |

City: |
Status: [Guest
Country: [z~

¥ Check here if this certificate will be used for electronic mail.

Contact Information

Enter an e-rmail address or phone nurmber at which you can be contacted regarding this request.

E-roail: |

Phone: |

Additional Comments To Issuing Agent

Please write any additional comments directed to the person who will process your certificate request.

[~

= | Dacument: Done




Getting
the
certificate

It is a good idea
to save a copy of
the certificate
when Netscape
gives you that
option.

- New User Certificate - Netscape

¥iou have received a new Certificate. Commuricator will refer to this Certificate by the name shown below,
Wow can use the name provided or enter a new one.

Click OK to install the cettificate into Conerunicator o click Cancel to refuse your new Certificate.

Cettificate Matme: |tt5tl'5 Material=s Micrecharacterization Collaboratory ID

Certificate for: testl

Signed by Matenals Microcharactenzation Collaboratory ST GO el

[ Dlake this the default Certificate for signed and encrypted e-mail

Moare Info... |DI{| Cancel |

Importing This Certificate To a Navigator

If this certificate 1z for your personal use, you can chck on this link now or open this
location later

httpsime. eprmn. ornl eowd4 33/ cms Top=cetBySenal&senalMumber=11

i order to tmportt thus certificate nto your Mawigator's st of Personal Certificates. If thas |
certificate 15 for use by another user or by a server, you can forward this page to that user
»

nr— o Hlm nmumeroala ecdieniana adie e mas Ee Fn1J1;+n+n T P | P e,




What's in a certificate?

The Subject Name (Distinguished Name, or DN)
contains the information that distinguishes the

user’s “identity.”

It also contains the holder’s public key.

The certificate is signed by the CA with its
private key.
E=testl@ornl gow, CN=test]l, UlD=testl, OU=0al Ridge Mational

Th D N 1 f 1 SNuh']E'ft Laboratory, O=Matenals Microcharacterization Collaboratory, L="0Oak
e INTO IS ame: Ridge, TN", ST=Cuest, C=US

1 Serial Number: 0xz00000011 YVersion: 3
aval Ia ble to the B« vaid Borore: v14

Not Valid After: 9/10/98

Issued on: 3/14/93 Issued by : CSadimin
Web server Revoke |

Suhbject Puhblic Key Algorithm: PKCS #1 BS54 Encryption with 1024-hit
ey
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Digital sighatures

With your certificate and keys, you can create a
digital signature. This allows you to:

Sign documents to assure that they were not
forged

Make a secure hash of a document to ensure
that it was not changed

Encrypt a document to ensure privacy




Commerce on the internet

Present E-commerce uses site certificates and SSL
(secure sockets layer) to provide encryption.

You visit a Web site and wish to make a purchase.
What needs to be known?

Is the site really LL Bean, or an imposter?

Will the transaction be encrypted so that your
credit card is secure?

You identity is implicit because if the credit card
is accepted, the merchant is protected.




Unsecure site (http://...

Security Info

Security Info
Passwords
MNavigator
FMessenger
Java/lavaScript

Certificates
YOS
People
Web Sites
Signers

Cryptographic
Modules

Encryption =

This page was not encrypted. This means it was possible for other people to view this page
when it was loaded. It also means that you cannot check the identity of the web site, For
complete details on all the files on this page, click Open Page info.

Open Page Info

Yerification

+ Make sure that this is the site you think it is. This page comes from the site:
WO W NS TR, SO

ﬂ Cancel Help
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Secure site (https://....

Security Info

Security Info
Passwords
Navigator
Messenger

lavaf lavaScript

Certificates
Yours
People
Wieb Sites
Sighers

Cryptographic
Modules

Encryption a3

This page was encrypted. This means it was difficult for other people to view this page when it
was loaded.

ou can examine your copy of the certificate for this page and check the identity of the web site.
To see the certificate for this web site, click ¥iew Certificate. For complete details an all the
files on this page and their certificates, click Open Page Info.

Wiewn Cerdificate | COpen Page Infa |

L%

Yerification

+ Take a look at the page's Certificate,
+ Make sure that this is the site vou think it is. This page comes from the site:
starshine digiweb.cam

ﬂ Cancel Help
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Secure site’s certificate

= View A Certificate - Netscape

This Certificate belongs to: This Certificate was issued by:

starshine digiweb .com Secure Server Certification Authority
Digimeb Inc, =4 Data Security, Inc,
Maryland , S LS

Serial Mumber: 02:F3:00:06:ED
This Certificate is valid from Sun Dec 29, 1996 to Tue Dec 30, 1997

Certificate Fingerprint:
EfEMFR:83: FE 630 OB 24 16 B3R D BR300 4

This site processes secure orders for Readmedotdoc.com
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Online Certificate Status Protocol

@ Metscape |

Personal Security Manager can use the Online Certificate Status Protocol{QCSP) to
verify certificates.

Set Personal Security Manager to use OCSP as follows:

- Do not use OCSP for certificate verification,

® Use OCSP to verify only certificates that specify an OCSP service URL.

< se QOCSP to werify all certificates, using the URL and signer specified hera:

+ Service URL: I

* Response Signer: IAEiﬂxeu::um (sub., Am. Bankers Assn.) Root CA j

Dk Cancel Help |

OCSP makes it
possible for the
Netscape 6
Personal Security
Manager to
perform an online
check of a
certificate's validity
cach time the
certificate 1s
viewed or used.
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E-Commerce — Details

Look for the key or lock in Netscape.

Examine the site’s certificate.

Your browser uses the site’s public key to
encrypt a symmetric session key and sends it to
the server.

The server decrypts the symmetric session key

(with its private key) and uses it to create the
SSL encrypted session.

When you transmit your data, it is secure (if
you trust the host company).




What does a CA guarantee?

There are different classes of certificates.

Commercial certificates cost money (~$300 up)

and require lots of proof —Dunn & Bradstreet

report, Letter from company president,...
VeriSign provides insurance for fraud losses

Personal certificates are free or cheap
($10/year) and bind an identity to an E-mail
address. VeriSign gives $1000 insurance.

Site-issued certificates may be more

appropriate for labs. (cost is $1 to $157).
Dalc Ridge (jh
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What can I do with my certificate?

Netscape Communicator supports S/MIME E-malil

4 Inbox - Netzcape Folder
File Edt “iew Lo Meszage Communicator Help

S Get blzg Mewbzg Reply Forward File M et Print
& | Inbox -]
= | Subject * | Sender

%1 Re: Please send me so... <« Thomas E. Potok, Ph.D.

Paszsword Entry Dialog

Pleaze enter the pazzword or the pin for
Cormunicator Certificate DB.

[

k. I Cancel

W Hide: Fleaze zend me z0me more $mime -l
I
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Default S/MIME settings

Messenger

Security Info
Passwords
Mavigator

Messenger
JavafJavaScript

Certificates
Yours
People
Wieb Sites
Signers

Cryptographic
Modules

These settings allow you to control Messenger security settings.
Messenger Security warnings can let you know before vou do something that might be unsafe,

Sending Signed/Encrypted Mail:
W  Encrypt mail messages, when it is possible
W Sign mail messages, when it is possibla
™ Sign discussion (news) messages, when it is possible

Certificate for your Signed and Encrypted Messages:

|..Iames A Rome's Materials Microcharacterization Collaboratony 1D j

This certificate is included with every email message you sign. When other people receive it it
makes it possible for them to send you encrypted mail. Other people could also obtain yaour
certificate fram a Directory:

Advanced 5/MIME Configuration:
Cipher Preferences:
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S/MIME E-mall

n
% Hide: Pleaze send me zome more zmime e-mail

Subject: Re: Please send me some more smime e-mail @ ‘?g
Date: Thu, 28 Aug 1997 13:45:19 -0400
From: "Thomas E. Potok, Ph.D." <potoktedornl.goy = Encrypted

and Signed

Organization: Oak Ridge MNational Laboratory
To: jardornl.gov

References: 1

Here wou go...
Tom
jarfornl.gov wrote:

> with an attachment, so I can make slides for Web Week.
-
> Jim

Thomas E. Potok, Fh.D.
Research Staff Member

Oak Ridge National Lahoratory
P.0. Box 2008

Oak Ridge, TN 37831
potoktefdornl. qow

423-574-0534

=y [Document: Done

Dalk Ridge ( F h
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S/MIME E-mall

Security Info

Security Info Encrypted Message oY
Passwords
Navigator This message was encrypted when it was sent,
Messenger This means that it was hard for other people to eavesdrop on your message while it was being
Java/fJavaScript Sent.
Certificates The algorithm used was 40-hit RC2-CBC.
Yours
People
Wieh Sites Signed Message
SICRErS This message was digitally signed by Tom Potok on Thu Aug 28 13:45:20 1997,
Cryptographic
Modules To check the Certificate, press the ™ "View' button.

This Certificate has automatically been added to your list of People's Certificates to make it
possible for you to send secure mail o this person.

Wi

M Cancel Help
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Certificates also verify downloads

- Microzoft Internet Explorer

ntez Help

| —|

Authenticode[tm] Security Technology
1 Re

Do you wizh boinstall and run Authenticode 2.0 Lpdate?

Click each link below before relying on this certifizate.

s Authenticode 2.0 Update

Is pubiished oy

Microsoft Corporation
a5 & commercial publisher upder credentials Issned by

VeriSign Commercial Software Publishers CA [ ‘i:

e et e e e e
£

! Expires: 5/10/98 Ch
1l alse I the: future, do not show this message for software published by
5., MB ; ) i
[t [ Microsoft Corporation

* [T any publizher with credentials from YeriSign Commercial
Software Publizhers Ca, ad 4 '
SaYanced. . | Dak Ridge

P aarl National Laboratary

L= | T




How do I find a person’s certificate?

If you want to send encrypted information to
someone, you need to have a copy of their public
key which is contained in their certificate.

Certificate Directories act like telephone books,
but store people’s certificates

X.500 directory

Light-weight directory assistance protocol
(LDAP)

Which John Smith do you really mean?




LDAP vs Certificate Server

Certificates can be obtained by querying either
server, so why LDAP?

LDAP contains more information so that
(maybe) you can pin down John Smith.
Phone number, FAX number, home address, title, ...

LDAP can be modified by the user to keep his
information up to date.

LDAP is often used by an organization to
maintain all employee data.




LDAP interface

Certifizates  Pubz Meeting Sitez FileRoom *web CIS  Security  Kerberaz NT - by Stuff LM MMC - Lookup

" :Netscape Directory

ks etzcape Communicat ons tion. All Rights

Smar Search Advanced Search Mew Entry Authentication

Welcome to the Netscape Directory Server Gateway
With the Metscape Directory Server Gateway, you can search for, modify, and create entries in the Netscape Directory

The toolba  at the fop of this wi i available when you are using the Directory Server Gateway, You can click

rch, you can s
of i

acument: Done
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Accessing an LDAP In Netscape

You can import a new LDAP server into Netscape:
For my LDAP, access the following URL:

ldap://mmc.epm.ornl.gov:389/0%3DMaterials%20Microcharacterization
%?20Collaboratory%2C%20c%3DUS

The complicated argument specifies the LDAP
root hierarchy.
All MMC DNs have C=US, O=Materials
Microcharacterization Collaboratory
Your browser should pop up a window asking
whether to accept this LDAP server. Answer yes.

Dalc Ridge (@ H i)
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¥ Hetscape

Other People's Certificates

Security Info
Passwords
MNavigator

Messenger
JavaflavaScript

Certificates
Yours
People
Weh Sites
Signers

Cryptographic
Modules

Oiher people have used these certificates to identify themselves to you, Cammunicator can send
encrypted messages to anyone for whom you have a certificate.

These are certificates from other people:

You can obtain a certificate from the LDAP
from inside the Netscape security window.
Only query by E-mail address is allowed.

To get certificates from a network Directory press Saarch Direciory

= Search Directory for Certificates - Netzcape

Communicator will search netwark, Directaries for the Security Certificates that are used to send other people encrypted mail
rressages.

Enter the axact E-rnail addresses of the people you are locking For and press Search,

Dil’EEtDI"‘g": I Materials Microcharacterization Collaboratany ;I

E-mail Addresses: Ijar@urnl . o

Search | Cancel |




You can also formulate BT R
more complicated | BNy & 2 B
queries using Netscape’s

GetbMzg  Mewhsg  Few Folder  Subscrbe Stop

£1{ Message Center for James Rome

Messenger. M ame | Urread | Total [41]»
E--% Mail on feda01_fed.oml.gov |-

s INBOX 7 70 —

@i Trash 506 |

In the Edit Menu, select | | ,
. 0. Search

Search Directory. :
Cearch for iterms IMateriaIs Microcharacterization Eallahnratj where
the IName j I-:u:untains j IJDhHStDn ElearSEarchl
More | Eewerl Help |

I arne | E mail | [rganization | Phote Muriber | City |<1|h|
Williar E. Jahnzton - M. wejohnstoni@lbl.g... Materials Microch... 510-486-5014

Sdd tedddiess ook | Eompeze Message

| |Metscape o




New PKI applications are coming

Eudora now supports Entrust certificates.

SET (secure electronic transaction) technology
from MasterCard/Visa will enhance e-commerce
The merchant never sees your credit information

Both you and the merchant deal with MC/Visa as an
intermediary
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Other kinds of certificates

SPKI (simple public key infrastructure) certificates
bind a public key to an authority.

So, to run an online facility, you need certificates
that attest that:

You have taken and passed training
You have paid for a session

You have a reservation for the time slot
Your data is proprietary

See my talk on Wednesday for details...




