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1 Executive Summary

Collaborations on Internet Security (CIS) is an interagency task force, set up under the
auspices of the Privacy and Security Working Group (PSWGQG) of the federal Networking
Council (FNC). Although most government agencies recognize that computer security is
important, enforcement of security tends to be lax and good security tools have not been
widely deployed. CIS members represented a broad cross-section of government agencies
with varying security requirements. They answer the following questions:

e What are the differences and similarities in security requirements across government
agencies?

e  What good, broadly applicable computer security solutions exist today?

e What security solutions are going to be available in the near future?

e What are the obstacles to implementing these solutions in the government?

e In which areas can increased security provide the most cost-effective results?

The long-term goal of these inquiries was to develop a sustainable process for
implementing interoperable security solutions across government agencies using a
process geared towards openness and inclusiveness.

To address these questions, participants held regular meetings and engaged in lively
e-mail discussions. Promising security approaches and tools were discussed and task
forces were formed to gain hands-on experience with these techniques. The areas
examined were Kerberos; FORTEZZA; Advanced Authentication; Public Key
Infrastructure; Incident Response; Security Testing and Certification; Privacy, Digital
Signature and Secure Messaging; and Secure Web.

To make the CIS work available for other agencies to use, Web pages were set up to
contain CIS documents and provide resources to help others apply the investigated
security techniques.

1.1 Major Results/Conclusions

The CIS found that although the participating agencies were quite different, they actually
had comparable security needs and similar obstacles to their deployment.

1.1.1 Diversity

All agencies were home to a wide variety of computers ranging from hand-held personal
digital assistants to Cray supercomputers, and they ran a wide variety of different



operating systems. This diversity prevented any one solution from being applicable, even
within one agency. Because new security solutions are not being made available for old
systems, there is a strong incentive for the government to upgrade its computer inventory.
It is probably cheaper to buy a new computer and new security tool than it is to develop
security patches for older equipment.

1.1.2 Varying Requirements

Even within an agency, the computer needs of a research scientist differ from those of a
secretary. Thus, different computer security solutions are probably required. The trick is
to be sure that all portions of an organization are covered to prevent attack at the
unprotected “weak links.”

1.1.3 Remove Obstacles to Deployment

Security is not free. Resources must be allocated to purchase security tools, and their
support, maintenance and upgrading constitute on-going expenses.

Because the computer world changes so fast, there is a real risk in deploying a computer
security solution; the changing environment can make solutions obsolete over night.
Accordingly, security administrators must look into the future to pick solutions that are
likely to be viable for some time.

The culture of good computer security needs to be promulgated from the bottom up and
from the top down in each organization. Active and enthusiastic management support is
difficult to obtain in a downsizing environment,, however it is crucial. Education of
computer users, administrators and managers is essential.

1.1.4 Leverage Experience

It is difficult to implement a security solution without advice and some “hand holding.”
Experts in all areas exist within the government, and mechanisms to make their expertise
available (without undue burden) must be found. One successful method is via a resource
Web page similar to the Kerberos page (http:/www.epm.ornl.gov/~jar/HowToKerb.html)
set up by a CIS testbed.

1.1.5 Reduce Barriers to Inter-agency Collaboration

The CIS effort pointed out how difficult it is to do seemingly simple things such as inter-
agency money transfer. Synergism and cooperation should be encouraged, and the
government infrastructure should be modified to make this possible.

1.1.6 Eliminate Clear-Text Passwords

The testbeds found that there exist good tools for almost all venues that can be used to
eliminate clear-text passwords from networks. Kerberos and the Distributed Computing



Environment (DCE) provide large-scale single sign-on services that are especially
appropriate in a UNIX environment. Digital certificates provide inexpensive, easy to use,
strong authentication for web clients and servers (as well as encryption of traffic).
Hardware tokens can be used in environments where higher levels of security are
required.

In general, CIS found that the emerging public key infrastructure (PKI) and the use of
identity and authorization certificates provides the most secure, flexible, and user-friendly
approach to enhanced security. Even today, popular Web browsers support the use of
identity certificates for digital signatures and for encrypted e-mail.

1.2 Recommendations
Some CIS recommendations apply to managers of Internet systems and applications:

e Don’t forget the basics. The basic elements of computer security always apply.
Systems must be up-to-date, patched, and well managed.

e Focus on the requirements before the technology. Technology is not always the
answer to security problems. Start with your organizations needs, develop a security
policy, and then determine the best way to implement it.

¢ Remember, one size does not fit all. CIS found that due to diverse environments and
needs, there is no single magic computer security solution. Practice “divide and
conquer.” Split your organization into groups with similar properties and apply the
best solutions to each piece.

¢ Look for small victories. For example, if you can provide a good means for remote
users to access your system without sending clear-text passwords over the Internet,
security will be greatly advanced. It is a big problem, so you probably have to solve it
piece by piece.

e Focus on high payoff applications. CIS felt that it is easy, cheap and user friendly to
secure e-mail and Web access.

o Make use of available expertise and resources. Don’t reinvent the wheel. There are
many sources for help. The government should determine a process for making them
available to all agencies.

These recommendations are for the federal Internet community:
e Encourage working level collaborative projects. CIS brought together participants
from many agencies at a working level. This cross-fertilization resulted in a valuable

exchange of ideas, techniques, and actual code.

e Remove institutional barriers to interagency collaborations..



Encourage multiple solutions and interoperability. Large-scale, government-wide
solutions have not worked. The use of commercial-off-the-shelf software (COTS)
products adhering to international standards results in cheaper, more up-to-date, and
interoperable solutions that are tailored for each environment.

Institutionalize the CIS effort. Open and active collaboration among agencies, as
exemplified by the CIS effort, has been successful. It provides sufficient process that
there should be some examination of how this collaboration model could be
institutionalized in and among Government agencies.



2 Introduction

The federal Internet has reached a critical juncture in its development. What was once
considered an "experimental" networking technology by many agencies has become the
primary means for computer communication within agency enclaves as well as with
outside organizations and the general public. There is a trend toward "Internet-enabling"
critical business applications and making valuable or sensitive information available to
the public. With the federal government’s increasing dependency on computers and
distributed systems, there is a greater urgency to develop and deploy information security
technologies and practices.

In recognition of this need, the FNC PSWG was awarded a National Performance Review
(NPR) Innovation Fund Grant. The project that came out of this grant was Collaborations
in Internet Security (CIS) -- a cross-agency effort that compared and validated agency
approaches to security and tested the strength of various technologies beyond the
boundaries of closed agency networking environments. The ultimate goal of this project
is to lay the foundations for a more trusted environment for communication among
agencies and with the general public.

This report is an end-of-year summary of the work of CIS. It is written to help technical
managers and those implementing information security technologies at a workgroup or
enterprise level. This document describes the objectives, activities, conclusions, and
recommendations of the CIS project through the end of Fiscal Year 1997. As additional
work is recommended, this work has been labeled Phase 1.

2.1 Background

The FNC and its PSWG were created in 1990 at the time of the High Performance
Computing (HPC) Act to coordinate networking research and operational aspects of the
networking infrastructure that supported other computer research. As the Internet
expanded in reach and scope, the PSWG expanded its reach and focus from strictly
research activities and infrastructure to the needs of less specialized federal agency
security requirements.

In 1993, under the auspices of the Office of the Vice President, the National Performance
Review charged the FNC with the task of formulating a federal Internet security plan.
The resulting effort represented a first attempt to synthesize Internet security research
into a coherent set of actions aimed at improving the security of operation of the federally
funded portion of the Internet and to present a strategy for raising the state of practice in
Internet security.

Since the development of the federal Internet Security Plan, the PSWG has continued to
work with various organizations to augment the plan with details for implementing the
plan’s recommendations. To this end, the PSWG prepared a proposal in response to the
Government Information Technology Services (GITS) Working Group’s call for
proposals under the Information Technology Innovation Fund Pilot Program. In February



of 1996, the PSWG was awarded a grant to CIS that brought together experts from FNC
agencies and national laboratories to focus on key aspects of information security
technology.

2.2 Project Goals and Scope
Three primary, over-arching goals guide the CIS effort:

e Develop a new and sustainable process for designing, integrating, and deploying
information security technology that is interoperable at all levels of the federal
Government.

e Set a precedent for future federal and commercial sector collaboration in the security
networking sector, by employing a process geared toward openness and
inclusiveness.

e Improve awareness among FNC agencies, other federal organizations, and
commercial and academic sectors regarding the critical importance of network
security and the range of options/technologies available to meet specific needs.

At a more tangible level, this effort will result in the identification of the security
requirements, concerns, and objectives of all participating networks, as well as the
corresponding existing or emerging technologies and applications that address those
requirements. Testbeds will be established to implement these technologies, with the
results being fully analyzed and documented. From these reports, will come security
technology recommendations for implementations within participating agency networks
and for future Internet security collaborations.

The effort will also include development of a laboratory accreditation program for testing
and certifying Internet security software and systems. This process will be modeled on
the National Institute of Standards and Technology’s (NIST’s) National Voluntary
Laboratory Accreditation Program that tests and accredits systems and products for
private sector and federal users.



3 Testbed Findings

A number of technology areas were investigated under the CIS project. They are
Kerberos; FORTEZZA; Advanced Authentication; Public Key Infrastructure; Incident
Response Testbed; Security Testing and Certification; Privacy, Digital Signatures, and
Secure Messaging; and Secure Web. Clearly, several of these technology areas intersect
and have had impact on the direction and conclusions of other testbeds.

The testbed efforts were guided by simple and direct principles:
e Openness — Invite commercial, academic, and government communities;

e Multivendor — Encompass technologies from a variety of federal and commercial
developers;

e Commercially-Used Technologies — Test technologies currently in use in the
commercial environment as well as new federal research and development (R&D)
products;

e Proactive — Provide solutions based on current and anticipated Internet
technologies/uses;

e Privacy Considerations — Use the appropriate privacy mechanisms at all levels.
3.1 Kerberos Testbed

Kerberos is a suite of client and server applications that was developed and is maintained
by the Massachusetts Institute of Technology (MIT). It is a network security service that
provides for strong authentication over unsecured networks. Kerberos can provide for
mutual authentication between two parties, called principals, usually a client and a server
using a third party trust model. Kerberos normally uses a software-only method of
authentication, so it relies upon "something you know," a password, to provide this
authentication. With modifications, it can provide additional security by using hardware
devices, such as smart cards.. The power of Kerberos is that it can identify a user to a
remote computer without sending that user’s password over the network in clear text.

3.1.1 Background

To use Kerberos securely, a Kerberos client must be installed on the user’s local
computer. Kerberos uses the concept of a ticket, that can be employed only by the user
and only for a specific server. This local client requests tickets from the Kerberos server,
known as a key distribution computer (KDC). The KDC normally sends back a ticket
encrypted such that only the user can decrypt and use the ticket. The local client accepts
the user’s password from the keyboard, and uses it to decrypt the ticket. Since only the
client using the user’s key can decrypt the ticket, the ticket is useless to anyone else.
Since symmetric encryption keys are usually used, and exposing one exposes the other



(with DES they are identical), it is extremely important to locate the KDC in a secure
environment and to protect it carefully. To avoid requiring the user to enter in the
password for every ticket request, the concept of a ticket that can be used to obtain other
tickets, a "ticket granting ticket" (TGT), is normally used. Tickets have many properties,
including an expiration time.

A detailed explanation of Kerberos can be found in the book Network Security, PRIVATE
Communication in a PUBLIC World, by Charlie Kaufman, Radia Perlman, and Mike
Spencer (Prentice Hall, 1995).

The computer user must not share his password or else security will be compromised. To
counteract this, some implementations of Kerberos replace (or augment) the password

with a token such as a smart card.

Kerberos has been deployed in large organizations, especially university communities
such as MIT. Although security flaws have been found in Kerberos over the years, no
significant break-ins have been reported. The bottom line is that if a user is content to use
the services provided by Kerberos, then it provides a user-friendly method for once-a-day
sign-on for networked resources while offering enhanced security.

The Kerberos client software consists of many parts. One component handles tickets:

e kinit asks the user for a password and securely gets the Kerberos ticket.

e [list displays the user’s current tickets and their properties.

o fdestroy lets the user destroy unneeded tickets.

e fpasswd lets the user change a password on the KDC without sending it in clear-text
over the Internet.

The more useful group of tools replaces the ordinary, UNIX-like remote communication
services:

o ktelnet provides encrypted telnet sessions. However, any X sessions started by this
connection will not be encrypted.

e [ftp provides file transfer services without clear-text passwords. The file contents can
be encrypted.

e frlogin is analogous to the usual rlogin function and works like ktelnet.
o ksu lets a user become superuser securely.
e frcp provides a secure way to copy files from one computer to another.

e krsh provides the secure analog to the UNIX rsh command.



There are also other utilities for remotely managing the KDC and for interoperability
with Kerberos Version 4.

3.1.2 Purpose

The Kerberos testbed was created to answer the following questions:
e What sort of security solution does Kerberos provide?

e How does one obtain and install Kerberos?

e How do you deploy Kerberos across a large organization?

e How do the different versions of Kerberos interoperate?

e How does Kerberos interoperate with other security solutions?

e  Why isn’t Kerberos the whole security solution?

3.1.3 Relationship to Other Testbeds

Kerberos is probably the best protocol for securely transferring an identity across the
Internet without the use of additional hardware. Kerberos has been integrated with
hardware tokens to provide additional security, or, the Kerberized login can be used to
replace other protocols such as in the secure shell (SSH). Microsoft announced that
Kerberos 5 will serve as the basis for security in the next version of the NT operating
system.

Because Kerberos can be used can be used as a basis for authentication and the means for
encrypting network services, the results from this testbed interact with those of the
FORTEZZA and Advanced Authentication Testbeds.

3.1.4 Activities of the Kerberos Testbed
3.1.4.1 Installing Kerberos

The first step was to deploy Kerberos at testbed sites to gain experience in this process.
Unfortunately, Kerberos is a large and complicated program and building it successfully
on various platforms using different compile-time options is not simple. To codify this
knowledge, participants created a Kerberos Web Site
(http://www.epm.ornl.gov/~jar/HowToKerb.html) that leads the user through this
process. This web page has had over 3000 visitors and is now linked into the official MIT
Kerberos page (http://web.mit.edu/kerberos/www/index.html). Once Kerberos is built,
the KDC and Kerberized resources must be configured, and the testbed web page
provides step-by-step instructions for these procedures.



3.1.4.2 Diversity of Kerberos

Kerberos has been around for years. It was originally defined and developed at MIT, but
the development continues with many other organizations making changes and adding
new features to the MIT reference implementation. Over the years, many vendors have
taken code and used it as a basis for security in their specific application(s), or with
enhancements to provide a total network security solution. Others have "Kerberized"
(added Kerberos security to) specific applications.

The Kerberos request for comments (RFC) define the Kerberos network protocol but,
they do not define a programming Applications Programming Interface, nor do they
define how each system will store needed information on the local machine. Also, there
are two versions of Kerberos in current use, Version 4 and Version 5, which have partial
interoperability.

Export control issues have also been a factor in Kerberos development. Many vendors
have been reluctant to use Kerberos because of these issues, or they will only use its
authentication features, and not provide the full range of Kerberos features that provide
encryption. Interoperability between the diverse set of Kerberos implementations remains
an important issue that is being tracked by testbed participants.

Kerberos Version 5 fixed some of the problems with Version 4, by adding pre-
authentication, better cross-realm authentication and by implementing the forwarding of
credentials. Renewable, postdated, and proxyable credentials were also added. Some
implementations of Kerberos Version 5 will also support many of the Version 4
applications.

One of the largest and oldest products to use Kerberos is the Andrew File System (AFS),
developed at Carnegie Mellon University (CMU). AFS is now available as a commercial
product from Transarc. It was developed at about the same time as Kerberos Version 4,
but it uses Kerberos mostly for internal purposes. It does provide some Kerberized
applications, but only to allow the use of AFS with them. An example is a file transfer
protocol (FTP) daemon that will allow you to access AFS via FTP. Unfortunately, this
daemon requires that you send your clear-text password across the Internet, so the
principal advantage of Kerberos is not used. .

The DCE from the Open Group is one of the newer products that uses Kerberos. The
DCE security service is based on Kerberos Version 5, and all the other DCE services use
it for their security. DCE was designed to provide secure, distributed applications using
secure remote procedure calls (RPC). Its chief feature, Distributed File System (DFS) is
similar to AFS, but uses the DCE-based services. The latest version of DCE comes with
some Kerberized applications, rlogin in particular, but like AFS does not have the full
suite of applications. The DCE security is compliant with the Kerberos RFC and can
work with other Kerberos implementations using only the Kerberos portion of DCE, but
it does not support Version 4 applications or protocols. The Open Group is also working
on a Java version of Kerberos that includes Netscape and Microsoft Internet Explorer
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computer system. IBM, HP and DEC have integrated it into their products. Silicon
Graphics, Incorporated (SGI) and Cray also offer it as a product that can be purchased.
Third parties have implemented DCE for Solaris, as well as for Windows 95, Windows
NT and the Macintosh. Unfortunately, there is about a one year lag between the time the
DCE reference version is made available to the manufacturers and the time it is available
to the user. This results in less interoperability.

Solaris comes with some of the Kerberos Version 4 clients, and a Kerberized Network
File System (NFS). To use them, the other services must be provided using some other
package.

Cygnus produces the KerbNet product and recently made the source code freely
available. This is very close to the MIT Version 5, and it interoperates well with other
Kerberos implementations. The KerbNet product includes PC and Macintosh felnet
clients.

Cyber Safe and Open Vision are two other companies that sell total network solutions
based on Kerberos. Testbed participants have not had much experience with either.

Platinum Technologies has a PC and Macintosh product called PC-Enterprise that uses
Kerberos Version 4 and Version 5. It allows access to AFS and DFS, and has a
Kerberized Post Office Protocol (POP) server that will work with Eudora Pro, but it too
does not have the full suite of Kerberized applications.

Microsoft has stated that NT 5.0 will use Kerberos Version 5 for its primary
authentication mechanism. They have also said they would be compliant with the RFCs
and will interoperate with other compliant Kerberos implementations. If this NT
implementation is done correctly, it could greatly enhance the image of Kerberos, by
bringing it to the mass market, and by giving applications developers a foundation on
which to build Kerberized applications on NT.

Kerberos has been added to web browsers as well, but not in either of the two major
commercial browsers, Netscape or Microsoft’s Internet Explorer. When Microsoft
introduces NT 5.0, it is likely that Kerberos will be integrated into Internet Explorer for
use in intranet environments.

Gradient Technologies has a number of products that are add-ons to the current browsers,
or that use the security of the current browsers to add DCE authentication and
authorization.

3.1.4.3 Cross-Realm Kerberos Authentication

A Kerberos realm (or a "cell" in DCE terms) is comprised of the user and service
principals, and the KDC, which serves as the third-party in the third-party trust model. If
one is a member of a Kerberos realm, and needs access to resources in another realm, one
can either become a member of the second realm and obtain a ticket for that realm, or one
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can create an inter-realm trust and perform cross-realm authentication. It is very awkward
to maintain an identity in two separate realms at once, so in applications where a single
application must be distributed across realms, cross-realm authentication looks attractive.

A principal in one realm can authenticate to a server principal in another realm if the two
realms are registered in each other’s database. Additional realms can also be involved.
This is one of the attractive features of Kerberos Version 5.

The cross-realm authentication can be used between organizations, a model pursued by
the Department of Energy (DoE) Energy Sciences Network (ESNet). There are more
policy and procedural issues to this than technical issues. As compared to the traditional
password authentication, one organization is vouching for the authentication of the user,
and for the policies used in providing that authentication to the other organization. This
mechanism works best where the realms are each large. First, it cuts down the
administrative burden and the number of tickets needed for a transaction. Second, it is
easier to place trust in a large realm because it probably has stronger controls on its
KDCs and on the identification of its users. In such situations, it is necessary to have
clearly stated administrative policies for each of the realms that are involved. One such
policy for secure servers was created by an ESNet task force led by John Volmer of
Argonne National Laboratory (ANL).

There are technical issues as well. The Kerberos RFC 1510 is vague on how the
authentication path is determined by the client and server, that are used to determine if it
is acceptable to have intermediate realms involved in the authentication. The DCE and
MIT reference implementations do this differently, and thus have an interoperability
problem when a Kerberos realm and DCE cell participate in cross-realm authentication.

The DoE ESNet Authentication Task Force (ATF) has a solution for this, and it has been
incorporated into the MIT reference port. The ATF also had discussion with the Open
Group and HP on solving this problem, as well as input to the Internet Engineering Task
Force (IETF) for the next version of the Kerberos RFC in an effort to improve the
situation.

The Oak Ridge National Laboratory (ORNL) and ANL Kerberos realms were set up to
perform cross-realm authentication. In addition, the ANL realm was a member of a large
ESNet DCE cell. Participants were able to transparently log in to each other’s realms
using these mechanisms, and were even able to use a local Kerberos ticket to obtain
access to resources on a remote DCE cell.

3.1.4.4 Misuse of Kerberos

At the Spring 1997 IETF meeting, the Internet Architecture Board (IAB) session
emphasized security. The board stated that the one thing that should not be done was to
send clear-text, reusable passwords across the network. This is an obvious point, but
many are still doing it.
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Kerberos has long been viewed as an excellent network security system that uses a
password to authenticate on the local system, but does not require the password to be sent
over the network. Its primary function is to protect the password from exposure over the
network. But in many situations when Kerberos was not on the local system, this
authentication has been done over the network, and the password sent across the network
in clear text. This is clearly a violation of the Kerberos principles, but continues to be
overlooked. One example is a popular terminal server vendor that has implemented
Kerberos, but requires sending a password over the phone lines to the terminal server.
Another example is Transarc’s AFS, which uses an older version of Kerberos to get
tickets, but does not protect the password when logging in over the network.

Until recently, DCE had the same problem. If a DCE administrator had to log in over the
network to do system administration functions on DCE servers, the administrator had to
send the root password or cell-admin password over the network in clear-text.

3.1.4.5 Kerberos Version 5 and Multitiered Environments

For Kerberos to be an effective security solution, it needs to be implemented correctly,
and it needs to work in multitiered environments. Only Kerberos Version 5 Kerberos
Version 5 has the ability to forward credentials rather than passwords; Kerberos Version
4 did not have this capability, and was thus limited to client-server environments. Some
developers have tried to extend this, but many of these extensions have introduced
additional security risks and are not standardized.

The Open Group’s DCE and DFS uses Kerberos Version 5 internally, in much the same
way AFS does. DCE internally did allow for multitiered applications and delegation of
authority. But only in their latest release do they provide some of the Kerberos
applications that allow for sending forwarded credentials instead of passwords to allow
for remote authentication.

The DoE ESNet community has been very active in this area. Using the MIT
implementation of Kerberos Version 5 with DCE, the ESNet community has the ability to
use a Kerberos Version 5, forwarded credential to get a DCE context and/or an AFS
token. This community continues to help influence the Open Group and the vendors to
toward interoperability. ESNet has also integrated AFS into their environment with a goal
of single sign-on.

3.1.4.6 Kerberos and DCE as a Foundation for Security

Kerberos can be combined with other security technologies, and can form the basis for
authentication. There are two IETF drafts, PK-INIT and PK-CROSS, which use public-
key technology with Kerberos. PK-INIT uses public key technology for the original user
authentication, rather than having a password. DCE 1.2.2 has implemented PK-INIT, and
has included a smart-card API that can be used with PK-INIT. PK-CROSS deals with
using public key technology with cross-realm authentication.
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There is also a draft document on how to use FORTEZZA authentication with DCE, and
thus Kerberos. The merging of these two technologies will benefit all. DCE’s widely
installed base (it is bundled with IBM’s AIX and HP’s HPUX systems, for example) will
benefit from improved security, and the FORTEZZA technology will have a much wider
application base helping to offset its cost.

Both PKI and smart-card technologies can be used with Kerberos. Entrust has been
talking to the Open Group about integration with DCE. SecurelD can already be used
with Kerberos due to the efforts of Ken Hornstein of the Naval Research Laboratory
(NRL). A lack of application support and reluctance of software vendors to eliminate the
password problem has caused delays in these implementations. DCE can use these
technologies as well as FORTEZZA for authentication.

3.1.4.7 Kerberos Deployment for Large Installations

The true benefit of Kerberos comes from a fully deployed environment in which software
is installed and used for all network transactions. This nirvana of computer security is
seldom realized. Deployment of a "Kerberized" environment throughout an organization
is usually more challenging than porting and installing the software itself. There are
several technical and political hurdles involved such as education, large-scale installation,
and support.

The Army Research Laboratory’s (ARL’s) Aberdeen Proving Ground (APG) site has
deployed Kerberos Version 5 to about 2000 users and 800 UNIX hosts over a 2.5 year
period (about 4500 Kerberos principals). Although there are several academic sites with
over 20,000 principals, deploying Kerberos across a government installation is different.
The majority of the UNIX hosts were Sun (SunOS and Solaris) and SGI-Irix machines
with a small number of various other architectures such as HP-UX, IBM AIX, Cray
Unicos, Pyramid OSX, and DEC Ultrix.

A large portion of the deployment effort went into porting Kerberos to these UNIX
platforms. At the time of initial deployment, the MIT Kerberos distribution (Version 5-
beta 3) was not as clean and portable as is it today. Changes were made to existing
applications to make the transition for users easier such as:

o Changing kinit to always request forwardable tickets;

e Making ticket forwarding the default for Berkley Standard Distribution (BSD)
commands;

o Building kinit into an OS version of /bin/login and fipd.

Software installation and distribution at ARL was made easy by use of an existing remote
distribution (rdist) infrastructure. Kerberos was made available to all hosts via a nightly
distribution of standard software packages. Standard inetd.conf and /etc/services files
were made available as well as text files that included the entries to append to these files.
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A sufficient number of system administrators must be given "add" privileges for running
kadmin to get krb5 .keytab files for installation of application servers.

Most Kerberized applications run on different port numbers than their un-Kerberized
counterparts. This situation makes the transition to a Kerberized environment more
flexible because you can run both Kerberized and un-Kerberized services in parallel for a
period. The strategy employed at the ARL was to install Kerberos clients and application
servers on all UNIX machines and gradually phase out un-Kerberized services. This
maintains the benefit of Kerberos application functionality (such as encrypted
rlogin/telnet connections) while being flexible in the transition of user’s day-to-day
operations. Obviously, the full benefit of Kerberos is not realized until all un-Kerberized
services are discontinued. This transition should be made as quickly as possible.

A short course including an overview of the Kerberos protocol and the administrator and
user command suites was given to site system administrators. A site policy for system
administrators was established to require remote access of privileged accounts (/bin/su) to
be done via an encrypted rlogin or telnet session. This had an immediate benefit of
keeping plain-text root passwords off the network. Creation of Kerberos accounts became
the standard procedure for getting an account on most large servers. In some cases,
passwords were set only in the Kerberos database, not in the host’s password file. This
makes password management easier for users since there is only one centrally managed
password required for access to multiple hosts.

A large obstacle in the initial deployment and early training was resistance by
administrators and users to accept the additional workload and inconvenience of using
Kerberos software. Many users and administrators claimed that would preclude Kerberos
from being a viable security solution on their hosts. Most of these claims were based on a
lack of resources to implement the additional security on their hosts, the main complaint
being a lack of time. Other claims were based on misunderstandings of Kerberos, UNIX,
and/or security in general. Recent media attention has raised management awareness of
the need for security. Convincing management to expend the necessary resources is a
more difficult issue.

A successful strategy employed at ARL for deployment of Kerberos was to bring all new
machines online in Kerberos-only mode. In this manner, access that users once had is not
taken away, but the additional access procedures are masked behind a new computing
resource. Users will resist, but will eventually realize the need and ease of additional
security measures.

User education is an essential element in a successful deployment of Kerberos. Effective
training sessions have included a background knowledge of basic networking principles,
client-server concepts, examples of security threats (sniffers, TCP hijacking, etc.), real
examples and statistics of site security incidents, demonstrations of software usage, and
handouts of basic Kerberos commands and troubleshooting. Users are more accepting in
a learning environment where they can understand the need for security rather than being
forced into usage without adequate preparation.
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KDC workload for up to 4000 principals is still trivial. A Sun ELC or Sparc Classic has
more than enough horsepower to serve a site of this size. Daily maintenance is minimal
on the KDC itself (backups and careful systems administration), and failures are
extremely rare. At least one backup KDC is highly recommended for larger deployments,
mostly for network failures. Network bandwidth requirements are low and connectivity to
high-bandwidth networking (FDDI, ATM, HIPPI, etc.) serves mainly to increase routes
to KDC. Database propagation takes less than 30 seconds over Ethernet.

Kerberos is dependent on a few core services such as time, accurate name service, host
OS, network connectivity, and power. Most Kerberos errors are the result of failures in
these core services. About 95 percent of all reported Kerberos problems are not Kerberos
problems. For example, the failure of a Kerberized rlogin will generally be reported as a
"Kerberos problem" even if the remote host or network is down. A list of common errors,
causes, and solutions is helpful for administrators and users. Kerberos error messages are
usually verbose and can be confusing to the uninitiated.

Maintenance of a Kerberos realm consists mostly of user support and accounts
management. Password management can be accomplished by use of the "policy"
mechanism within kadmin. This feature sets basic requirements for acceptable passwords.
Attributes of a password policy are: maximum lifetime, minimum lifetime, minimum
length, minimum classes, and history. "Classes" are sets of characters such as lowercase,
uppercase, numbers, punctuation, and all other characters. History is the number of
previous passwords from which the user cannot select. The kpasswd command
conveniently explains password requirements to the user. Many policies can be created
and applied to different principals. A policy named ‘default’ will be applied to all new
principals. Another useful password management feature is the definition of a "dict_file"
in the kdc.conf file. The kadmin daemon will check all new passwords against the defined
dictionary and not allow matches.

A successful deployment of Kerberos will continue to provide user-friendly access for
authorized users while limiting access enough to manage the risk associated with a site’s
network connectivity. By requiring Kerberos authentication for primary access
mechanisms (telnet, rlogin, rsh, fip, etc), you can reduce a large amount of risk. Complete
risk avoidance is nearly unobtainable and should never be used a reason not to take the
first step.

3.1.4.8 Non-UNIX Kerberos Implementations

In September 1997, Cygnus Solutions released a free implementation Kerberos Version 5
including clients for Windows 95, Windows NT, and Macintosh. This implementation,
Kerbnet, comes with source code, precompiled binaries and excellent documentation. For
the first time, it is possible to set up a KDC on an NT platform that offers some security
advantages over UNIX.

Kerberos Testbed participants tested the Kerbnet code on Windows NT (both client and
KDC), Macintosh (client only), and AIX 4.2 (client and host daemons). It all worked very
well and was much easier to set up than it is using the MIT source code. So, unless one
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requires extensive customization, we suggest trying Kerbnet first to see if it meets your
organization’s requirements. CIS member Doug Engert (ANL) created an alternate
Windows 32-bit implementation of krlogin and ticket tools.

3.1.5 What's Missing?

Kerberos seems to offer a highly secure, one logon solution for access to networked
resources. Some of the institutional resistance to Kerberos conversion has been outlined
already. However, another factor is that there are no full suites of Kerberos client tools
for Macintoshes and PCs. Kerberos is targeted at UNIX systems to avoid having to
integrate the code into the graphical user interface (GUI) environments. For example, the
Windows 32 and Macintosh client versions of Kerberos have only telnet and ticket
management tools.

So, in an environment where PCs and Macintoshes prevail, it is difficult to implement
Kerberos without removing important features from the users such as fip. If a user must
send his clear-text password over the network to transfer files, is it worth the effort to
provide a telnet that does not send passwords over the network? Security policies and
frameworks must be developed to eliminate such inconsistencies.

3.1.6 Next Steps

Kerberos is gradually spreading to new platforms, and new tools are appearing for
existing platforms. If Kerberos Version 5 really appears in the next version of Windows
NT, it will constitute a major vote of confidence for the Kerberos security mechanisms.

Kerberos Testbed participants believe that the most effective way to increase the
deployment of Kerberos is to provide the information necessary so that site
administrators can get things working without wasting too much time. To achieve this,
we have created a "How to Kerberize your Site"
(http://www.epm.ornl.gov/~jar/HowToKerb.html) web page. This page has proven to be
useful to thousands of users since its inception, and participants are committed to keeping
information on these pages maintained and updated.

3.2 FORTEZZA Testbed

The FORTEZZA Card, a Personal Computer Memory Card International Association
(PCMCIA) circuit card that uses NIST/National Security Agency (NSA)-approved
algorithms to provide network related security services, was developed by the NSA.
When used with the proper applications and network security infrastructure, the
FORTEZZA card provides several functions. These include: (1) authentication provided
through the hash and digital signature capabilities, (2) confidentiality provided through
the encryption algorithm, (3) integrity provided by the hash and signature algorithms, and
(4) non-repudiation provided by the signature algorithm. NSA is also considering adding
FORTEZZA implemented as software and in a smart card to its product line. The CIS
focused on one Multilevel Information Systems Security Initiative (MISSI) product in
particular, the FORTEZZA crypto card. The great power of the FORTEZZA approach is
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its ability to service a wide variety of different applications (e.g., e-mail, authentication),
the strength of its security design (it is a hardware token), and the supporting
infrastructure being built by the Department of Defense (DoD) and the General Services
Agency (GSA).

3.2.1 Background

NSA is currently developing MISSI products in support of the Defense Message System
(DMS) program under the umbrella of the Defense Information Infrastructure (DII). The
DMS was conceived as a replacement for Autodin and as a DoD-wide electronic-mail
system designed to serve up to 2 million users. The DII is slated to share information
with allies and coalition partners, and through the National Information Infrastructure
(NII) with U.S. government agencies, universities, and industry. Consequently, the DoD
will increasingly use the Internet to access external sources and to exchange electronic
mail with external organizations. MISSI tools will be used to protect the DII. They are
also tools that can be used in the NII.

The objective of the MISSI Program is to make available an evolving set of solutions that
provide secure interoperability among a wide variety of missions that comprise the DII.
Providing information security for the "network" is a system problem and a system
approach must be taken to provide meaningful solutions. The MISSI program takes a
system approach to this problem and it is characterized as an evolving framework for
security in an open environment, driven by secure interoperability and the need to ensure
adequate security for customer needs. In addition to the FORTEZZA card, MISSI
products include the Secure Network Server (SNS), Certification Authority Workstation
(CAW), Directory System Agent (DSA), Mail List Agent (MLA), and In-Line Network
Encryptor (INE).

3.2.2 Purpose

A FORTEZZA testbed was developed to provide CIS participants with the capability to
evaluate Multilevel Information Systems Security Initiative (MISSI) products as tools in
their interoperability testbeds.

3.2.3 Relationship to Other Testbeds

MISSI products are applicable to almost all CIS testbeds. For example, FORTEZZA
enabled LockOut, an identification and authentication software application package, has a
direct relationship to the AA testbed . Also, FORTEZZA enabled Netscape Navigator,
Enterprise Server, and Proxy Server have a direct relationship to the Secure Web
Testbed.
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3.2.4 Activities of the FORTEZZA Testbed
3.2.4.1 NSA Testing Overview

NSA has an extensive testing program focused on validating and verifying MISSI
product requirements by functionality, security, conformance, performance and
interoperability testing. Both the military services and MISSI product vendors also have
test programs for operational and interoperability testing. MISSI testing is divided into
four interrelated phases discussed below.

The first phase, Security Product Development Testing, focuses on the contractor/vendor
product testing, along with creating all documentation needed for formal acceptance at a
MISSI test site. This documentation includes the products test plans and procedures for
functional, verification, performance, and security testing. Development testing
demonstrates attainment of all identified requirements including those for security
functionality, standards conformance, performance, and acceptable software engineering
practices.

The second phase, MISSI Product Compliance Testing, determines if a product satisfies
an identifiable set of MISSI functional, security, and interoperability requirements and is
considered MISSI Compliant. The compliance testing consists of two major test areas:
the Product Qualification Test (PQT) and the Product Interoperability Test (PIT). The
PQT focuses on how the product meets its requirements, including security testing and
product requirement testing. The product is pairwise tested with associated products and
a MISSI testing infrastructure in the PIT.

The third phase, Generic Security Solution Testing (SST), includes integration and test
(I&T) and system testing. Products are integrated with each other to form a generic
functional solution. System testing is conducted at I&T completion to ensure that the
documented requirements are fulfilled and that the solution operates functionally as a
"system."

The fourth phase, User Security Solution Testing, includes integration of MISSI
capabilities into the user environment. This testing is generally conducted at the user’s
site.

Beta testing, may be conducted in addition to the phases above to verify user
functionality and to provide feedback on a specific product or solution’s viability, field
ability, and effectiveness. NSA has established a Beta Test Working Group (BTWG), the
purpose of which is to beta test MISSI-based security products as they become available,
and to share findings with other working group members. The current focus is
FORTEZZA-based products: specifically, FORTEZZA-enabled Netscape clients and
servers on a wide variety of operating systems. These "new" products are beta tested
before release to the public at large. Testers are responsible for identifying (and solving,
whenever possible) problems as they arise, and reporting those problems to the
appropriate developers to ensure a smooth development process and public transition.
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Approximately 185 Netscape clients and 22 Netscape servers are involved in MISSI beta
testing. Testers are military service and civil agency personnel.

3.2.4.2 MISSI Installation Team

To promote rapid integration of MISSI products into operational environments, NSA has
created a MISSI installation team. The MISSI installation team has installed Group
Technologies, Spyrus, Mytronics FORTEZZA cards, and over 18 FORTEZZA enabled
products. They have also installed various Litronic, Spyrus, and Argus PCMCIA card
readers in addition to Graystone and other internal card readers. This was done primarily
on IBM compatible computer platforms although some work was done on the Macintosh.
Installations were performed on platforms that used a variety of operating systems
including DOS, Windows, and Macintosh.

A sample of installation issues include:

e The proper Small Computer System Interface (SCSI) drivers are not always available
for external SCSI PC card readers.

e Software applications are continually evolving. Sometimes the new releases do not
have a version number.

e Some notebooks come with the PC card ports disabled. A special utility from the
manufacturer is required to turn them back on.

e Memory and IRQ conflicts are very common when installing internal card readers.

3.2.4.3 CIS Testing Overview

Initially, 14 CIS participants indicated a desire to use the FORTEZZA card and
FORTEZZA enabled software applications. A survey was conducted to determine the
computer system configurations and the needed application software of the 14
FORTEZZA testbed members. The objective of the survey was to obtain system
configurations and then provide all 14 participants with appropriate FORTEZZA "Test"
cards, PCMCIA card drivers, and application software. This was needed to develop the
tools for testing the FORTEZZA product and applications. Survey results indicated the
following:

e Participant computer platforms include IBM compatible PC, Suns, Macintoshes and
HPs.

e QOperating systems include Windows 3.1, Windows 95, Windows NT, HP UX 10,
Solaris, and MAC OS.

e The members currently use a variety of e-mail packages such as Eudora, Lotus
cc:Mail, and MS Mail. Almost all members were interested in evaluating the
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FORTEZZA enabled versions of Secret Agent, a file encryptor, and the Netscape web
browser, in addition to the appropriate FORTEZZA enabled e-mail application.

As a CIS participant, NSA required no funding to support CIS-related operations.
Funding was required to provide PCMCIA card readers, and required software to other
CIS participants, since the FORTEZZA card requires modified application software to
provide security services for data integrity, authentication, non-repudiation, and
confidentiality. The FORTEZZA Testbed leaders estimated that those testbeds that need
equipment would require at least two FORTEZZA cards and an external PCMCIA card
reader. In addition, application software (the type depends on the individual user) would
be needed at each testbed. The estimated cost to CIS to support six testbeds was
approximately $10,000. Unfortunately, some products needed to establish the testbed
were not procured.

NSA provided 11 FORTEZZA cards, programmed with "Test" certificates, to CIS
participants. Some testbed members, such as the ARL, obtained additional FORTEZZA
cards via other means. Other members, such as ORNL, obtained additional MISSI
products for use in their own programs. Unfortunately, application software and the
PCMCIA card readers were not purchased therefore only those members that already had
readers could participate further. A limited amount of application software was obtained
and provided to interested participants.

3.2.4.4 ORNL FORTEZZA Testbed

ORNL participants have FORTEZZA enabled Lotus cc:Mail working and have installed
a CAW. They have used the CAW to program FORTEZZA cards with the appropriate
keys, privileges, and certificates. ORNL has also installed a Directory Server Agent
(DSA) and a Directory User Agent (DUA). The DSA is a X.500 based MISSI component
supporting e-mail transactions between workstations. The DUA is an interface making
the DSA available to the user. ORNL has also successfully tested the FORTEZZA-
enabled web browser (Netscape Navigator 3.0 for FORTEZZA) using Windows 3.1.
They will install and test the Windows 95 version later this year.

3.2.4.5 ARL FORTEZZA Testbed

There is very little commercial software or vendor application support for FORTEZZA
on UNIX platforms. This is obviously not the largest market, but is extremely important
for a well integrated, secured computing environment. Part of the ARL testbed focused
on developing software that uses FORTEZZA cards for various security services.

The ARL used the following UNIX platforms:

e Sun Ultra 1, Solaris 2.5.1, Sun SBus PCMCIA card reader

e SGI Indy, Irix 6.2, external Adtron SCSI PCMCIA reader

21



The Sun platform required a special alpha-release driver from Litronic for the PCMCIA
reader to function. This inexpensive, readily available device from Sun should be better
supported. Specifically, this driver only worked with the Litronic Multi Access Crypto
Interface (MACI) library version 1.52a (that was not available in source code). The
second platform used the Adtron PCMCIA SCSI card reader sold through SGI with
FORTEZZA drivers and libraries for Irix 6.2 and later.

Documentation on the Crypto Interface (CI) libraries is good and readily available with
the SGI distribution and at the FORTEZZA web site
(http://www.armadillo.hunstville. AL.US). Several sample applications can be found at
this web site as well as documentation on related topics such as Certificate Revocation
List (CRL) file formats and Compromised Key List (CKL) file formats. A draft Cryptoki
(PKCS #11) implementation for FORTEZZA and an ASN.1 parsing library (for X.509
certificates) are also included.

ARL wrote simple applications (e.g. file encryptors) and a remote file copy to test crypto
operations throughput with various configurations of cards, drivers, and devices. The
Solaris environment required linking with the libsocket.a library and Irix required the
libds.a library.

The highest encryption rate, obtained with the Group Technologies Card, MACI libraries,
alpha driver, Sun SBus PCMCIA reader, on the Sun Ultra running Solaris 2.5.1, was
approximately 4Mbps (encrypting 4.6 Mbytes of text). The Spyrus cards were about 12.5
percent slower for most functions and had a mysterious delay (approximately 5 seconds)
on the first call to the card. Random number generation was tested and achieved at a rate
of approximately 28 kbps.

3.2.5 What's Missing?

o FORTEZZA is relatively expensive because it is implemented as a hardware token
and requires a card reader. Less expensive FORTEZZA implementations, such as
smart cards and software are needed for applications requiring less security assurance.

e Additional commercially available software applications that have a FORTEZZA
capability are needed for the different computer platforms and operating systems.

e An infrastructure is needed that supports deployment of security products and
services on a large scale. MISSI is developing such an infrastructure. Other security
approaches should also develop and implement such an infrastructure.

e A better understanding of certificate revocation is required.

e A wider exposure of FORTEZZA is needed throughout federal departments and
agencies.
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3.2.6 Next Steps

The following actions should be conducted immediately for testbed members:

e Purchase and install PCMCIA card readers and appropriate FORTEZZA enabled
software on all participants workstations.

o Install FORTEZZA-enabled Netscape server(s).

e Participate in the Beta Test Working Group’s Conference. See
http://beta.missilab.com/register for more information.

e Obtain input from FORTEZZA participants so that a test plan can be developed.

3.2.7 References and Notes
3.2.7.1 The Network Security Initiative and FORTEZZA Directions

Within the past year or so, NSA, Defense Information Systems Agency (DISA), and the
services realized that the security and operational architecture towards which they had
been working was not feasible. The original architecture envisioned providing writer-to-
reader security (only) from trusted desktops for all classified and unclassified messaging
over the unclassified Defense Information Systems Network (DISN). Each level of
classification was to be provided appropriate protection using NSA products from the
MISSI program. However, the fact that obtaining such products was technologically
impossible became obvious. That trusted workstations and servers were never going to be
affordable, user-friendly, work with the growing variety of applications being used, and
provide any protection for the transport backbone. Another approach was necessary.

It was also recognized that not only were the operational modes of our customers
changing, the technology they were using was changing faster than feasible and
affordable government-off-the-shelf (GOTS) security solutions could be developed. A
broad range of functions were being implemented such as information push and pull, web
browsing, and increasing volumes of individual messaging, all being COTS products
operating over three classification levels of IP router broadband networks. These
operational modes also brought out the need to consider security services beyond
confidentiality, i.e., user authentication, authenticated access control, data and process
integrity, proof of participation (origin and receipt). The complexities of security
solutions in these environments mandated that a risk management approach be adopted
that provides appropriate security for the information and services being protected.
Emerging technologies just add to the problems of achieving security in this widely-
connected networked environment. It became clear that the Network Security Initiative
had to change. In the past the focus was on GOTS and Multi-Level Security (MLS) but
now the focus has to be on COTS and secure sharing.

The Network Security Initiative has defined a network security framework that is based
on:
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e common security services;
e common security protocols;
e authenticated and controlled access to information and services;

e interoperable security-enabled COTS products, a global security management
infrastructure; and,

e development of a new capability of attack sensing and warning.

Given the establishment of many local enterprise networks interconnected via network
backbones, security services can be implemented at either the application layer or the
network layer.

Applications layer security can:

e protect documents and files for integrity and confidentiality if a user-applied
classification label is bound to the data;

e provide strong authentication of the sender;

e provide strong authentication of the recipient.

This approach relies on the operating system for invocation.

Network layer security can:

e protect packets or sessions;

e authenticate transfer of information;

e provide strong access control;

e be implemented workstation-to-workstation or enclave-to-enclave.

The emerging DII architecture is based on messaging and many other applications on
system high systems for the Secret and Below Command and Control (C2) community
(on SIPRNET), Top Secret/SCI Intelligence Community (IC) (on the IC Nets), and the
Unclassified Community (on NIPRNET).

Although NIPRNET is viewed as the DoD unclassified network, it is so richly
interconnected with the Internet that the two should be considered as one network. The
C2 community operates with data that is Secret and below across SIPRNET and has
established protected connections for unclassified data from and to NIPRNET. The IC
Community operates with Top Secret and below data across the IC Nets and is in the
process of establishing protected connections from and to the C2 community. Both of the
classified networks have the transport systems protected by Type 1 cryptography that
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provides both confidentiality and availability for those systems. Within each system
writer-to-reader security (at the application layer) provides confidentiality or privacy
independent of all intermediate systems and from insiders and outsiders, integrity of
messages and attachments, authenticity of the sender, and proof of delivery to the
intended recipient. All of these services are essential to achieving the ability to securely
move messages and attachments between systems and/or classification levels.

Looking back, NSA provides the essential security services at the most efficient layer in
the architecture using the technology available today and coming in the near future. The
agency has provided the foundations for Type 1 cryptography for the strong
confidentiality and availability at the network/transport layers and Type 2 cryptography
(FORTEZZA today) at the application layer for the other security services. The
FORTEZZA suite of algorithms provides appropriate security services for the foreseeable
future. The original plan to use the FORTEZZA Plus card (Type 1 algorithms) for
application layer security services was based on the availability of trusted platforms,
which is not happening. Therefore, to transition to FORTEZZA Plus, which is also
peripheral crypto, on today’s untrusted platforms does not make sense. The level of
security improvement does not warrant the cost and schedule delays to change all of the
applications and other components necessary to support providing security solutions in
the operational environments of today.

In response to numerous requests from DoD customers, NSA is expanding the
FORTEZZA family of cryptographic services to provide users with varied levels of
security services. NSA will support compatible Smart Card and software versions of
FORTEZZA in addition to the existing PCMCIA and T2CSS Server Board versions. The
current FORTEZZA PC Card is the size of a credit card and is the cryptographic token
used by DoD for digital signature and encryption services at the desktop. Expanding the
FORTEZZA family recognizes the varied needs of the national security community. Low
assurance needs can be satisfied using the software or the Smart Card implementations,
while higher levels of security assurance can be satisfied using the PC Card version.

No single policy statement can define where and when each security service can be used.
Each organization must conduct an analysis of where the security robustness of hardware
is essential and where the risks associated with the software versions are acceptable in
light of security policies, desired security services, and the effect of local decisions on the
overall wide area network security posture. Broadening the solutions NSA will support
for its customers is neither a general NSA endorsement of software-based cryptography,
nor the appropriateness of its use in any particular environment. In some specific
applications, currently available commercial algorithms are being used where secure
interoperability with industry is required. In the longer range, if the next generation of
NIST FIPS algorithms are suitable, these could be adopted for Government use at all
classification levels in a variety of configurations as available from the various
commercial security providers.

3.2.7.2 References

For further information concerning the FORTEZZA card visit:
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e http://www.armadillo.huntsville. AL.US/
e http://beta.missilab.com/
3.3 Advanced Authentication Testbed

Authentication must take place for every transaction, service request, or data access in a
secure system, as it is the basis for further authorization decisions. Each type of request
or access may require different levels or strengths of authentication. Authentication
systems such as Kerberos provide "automatic" authentication between a user and service
based on an initial transaction between the user and the Kerberos system. This initial
authentication requires user interaction and must be at least as strong or stronger than is
required by any further authentication requests.

The initial authentication must prove the identity of the user to a system, usually by
testing a combination of the following:

e Something you know;
e Something you have;
e Something about you.

Traditionally, this is accomplished using only a password (i.e., something you know).
However, this approach does not work well for remote access. Initial investigations show
that network sniffers are being deployed on the Internet at an alarming rate, and many of
them go undetected for weeks or months. Password guessing also poses a threat to
traditional authentication measures due to ineffective password selection and
management policies, and thus turns "something you know" into "something many may
know."

3.3.1 Background

An understanding of one’s computing and network environment is crucial to determine a
appropriate authentication mechanisms. An authentication system must match the types
of computers and networking equipment as well as their normal usage patterns.

A closed environment is one without connections to outside networks that could
introduce traffic to the system. There is no access for authorized or unauthorized external
users. A closed environment is well suited for small organizations that use computers and
networks for internal purposes exclusively.

An open environment is one with outside network connectivity for which any user on any
connected network can introduce traffic to the local network. This environment allows
the greatest flexibility at a cost of higher security requirements. Authorized users can
access protected resources from any location on any connected network and unauthorized
users from any location can attempt to gain access to protected resources.
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Organizations that must communicate with other sites and networks must open their
networks to some degree. Filtering of offsite/onsite traffic, firewalls, and virtual private
networks (VPNs) can offer a compromise between fully open and fully closed systems.
Organizations that cannot afford to compromise the security posture of their entire
network, but must still communicate to other sites may choose to build two separate
networks. These may be connected by a firewall with a more strict rulebase, or be
completely unconnected.

Patterns and requirements for usage can contribute to determining appropriate
mechanisms. A security implementation that accommodates particular requirements
generally involves additional software and/or hardware. A system such as Kerberos relies
on trusted Kerberos client software installed on all user desktop machines. Smartcard
systems usually require attached hardware readers and software. This may preclude
access from non-participating hosts and sites such as conference terminal rooms,
universities, and unsupported architectures or operating systems. Where access from such
sites is required, one should assume that only limited software will be available and may
not be trusted. Non-reusable authentication data should be used for this environment with
the understanding that such a system is susceptible to attacks such as TCP hijacking.

Ease of use and security are usually mutually exclusive properties. Most advanced
authentication systems require users to possess a device, that users must not lose or forget
to carry and must know how to use properly. The implementation of such systems often
comes at the expense of increased user education and a decrease in the speed of
information access. A careful requirements analysis is needed to balance all factors for an
organization.

3.3.2 Purpose

The purpose of the Advanced Authentication (AA) Testbed is to investigate technologies
and methods for improving the strength of authentication in various environments. By
analyzing the properties of various types of authentication, we can understand their
strengths and shortcomings in different environments. The methods and algorithms used
to accomplish the authentication exchange are also paramount in the overall strength of
an authentication system. By selecting the appropriate algorithm and information type for
a particular environment, the security of a system can be greatly improved.

3.3.3 Authentication Information (Auth-Info)

The purpose of auth-info is to prove to a service providing computer or process that a
client computer, process, or user’s claimed identity is authentic. Each type of auth-info
has derivation and presentation methods. Traditional password system derivation is
accomplished by user selection of a static, alphanumeric string. The password is
presented to the system when the user types the remembered string into a keyboard. The
derivation process has vulnerabilities with respect to poor password selection by users.
The presentation process can be monitored and re-used due to the static nature of the
auth-info.
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Stronger auth-info types use different derivation and presentation techniques that employ
token cards, card readers, biometrics devices, etc. The functions of each are different but
the goal is the same. The actual implementations of such devices can be categorized as
follows:

3.3.3.1 Challenge-Response/Time-Based Token Cards

Challenge-response tokens are hardware devices that a user must possess to derive auth-
info (passcodes). These devices use challenge data from the process requesting
authentication along with an internal algorithm and/or seed to generate the auth-info. The
auth info is based on "something you have" (and possibly "something you know" such as
the proper use of the device or the device password). The dynamic nature of the challenge
and the difficulty in predicting the associated response without the token makes passcode
sniffing and brute force attacks futile.

Time-based token cards derive pseudo-random passcodes based on time synchronization
with the authentication verification process and an internal seed (preset, shared secret).
Some forms of time-based tokens use a Personal Identification Number (PIN) to further
seed the token generator providing proof of "something you know" (the PIN) in addition
to "something you have" (the token card). Since the passcode changes periodically (once
a minute is typical), it can be invalidated after its initial use by the verification process.
Subsequent uses of the passcode will be treated as a replay attack and denied. The
random nature of the internal seed plus PIN, combined with passcode invalidation,
protects against unauthorized intrusion.

The presentation of auth-info is usually manual. A user must read the auth-info from the
token and enter it as they would a traditional password on the keyboard. The tokens do
nothing but generate passcodes. They have no data storage capabilities and computational
functionality is limited to passcode computations only. Both systems become vulnerable
when the token is lost or stolen. The verification system must be able to detect brute force
attacks against the "something you know" (PIN and/or process) when the "something you
have" is compromised.

These devices are well suited for remote access in an open environment. There is usually
no requirement for special software on remote machines. Utilities such as telnet will
suffice for accessing the host, which can easily be modified on the server side to present a
challenge and/or verify auth-info in various ways. Since auth-info is valid only once per
challenge/timestep, sniffers pose little or no threat to the authentication system. Cost,
ease of use, token failure, and carrying the token around are the downsides of challenge-
response/time-based tokens.

3.3.3.2 Smart Cards

These are similar to Challenge-Response/Time-based tokens but have additional
functionality. These devices generally have interfaces that allow them to communication
directly to computer hardware, thus providing higher communication bandwidth and less
user interaction. As with the token cards described above, a PIN is usually required to
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activate or access certain functions adding the "something you know" (PIN) and
"something you have" (smart card) to the authentication function of the system.

Smart cards generally contain microprocessors and memory for uses other than auth-info
generation. Memory (volatile and nonvolatile) can store encryption keys and credentials
for use in various authentication and encryption schemes. Processing power may be used
for cryptographic functions such as passcode generation, data confidentiality, and data
integrity. Tamper-proof construction can provide secrecy of algorithms and stored keys.
Key recovery mechanisms are sometimes associated with smart cards to allow for data
recovery in the case of user error and lost or malfunctioning cards.

Auth-info derivation can be done in several ways, including emulation of time-base and

challenge-response tokens. A common method is sending "signed" challenge data or key
exchange data along with a certificate list, using a common, trusted Certificate Authority
(CA). This takes full advantage of the cryptographic processing capabilities of the smart
card to create a stronger level of authentication.

Smart cards provide a stronger degree of authentication than the tokens described above
at the cost of more limitations. Readers must be installed on all hosts making the per-user
and per-host costs of deployment higher than token cards. Remote access is severely
restricted due to hardware deployment requirements. Usage is generally easier than token
cards. FORTEZZA is an example of a smart card implementation.

3.3.3.3 Biometric Devices

Biometrics is used to test "something about you." Auth-info is derived by using a data
input source such as video camera, retinal scanner, or microphone to collect information.
The data collected will be relatively static (biometrics can be changed by accidents,
disease, etc.) and not necessarily secret (fingerprints can be copied from coffee mugs). A
digitized representation of a biometric (fingerprint, voice characteristics, etc.) is
presented to the authentication system for verification. The strength of this authentication
is based on the ability to provide the correct data to the input mechanism or measuring
device.

The digital representation of a biometric can be copied and inserted to an authentication
system, but only the authentic user can generate the data via the measuring device. The
unique physical characteristics of an individual must be the only way to present the auth-
info to the system. The input mechanism must be trusted to use data properly and to
disallow insertion of data other than via the measuring device.

Depending on the type of biometric, additional tests must be done to assure that the
proper physical characteristics truly represent an authorized user. For example,
fingerprint readers should check for temperature and/or pulse.

Biometrics, if implemented properly, provide excellent, security, but can be extremely
expensive. Measuring devices must be securely installed in physically controlled
environments. Due to the nature of the data (public information, but not reproducible to
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measuring devices by others), the devices must take an active part in the authentication
algorithm to assure that the auth-info came directly from the measuring device. This may
include physically secured wiring.

3.3.4 Authentication Protocols (Algorithms)

The types and meaning of the various authentication data produced by authentication
devices must be used in a way that takes advantage of the data’s properties to accomplish
the goal of authentication. A protocol may be needed to provide means to transfer
information securely across and "untrusted" network (one that assumes the existence of
sniffers and spoofing capabilities). Replay detection, credentials storage, and key
management may also be functions of the protocol. The protocol must be robust, tamper-
proof, and well defined with user-friendly client interfaces. Encryption, hashes, and
signatures are the building blocks on which authentication protocols are constructed.

Public key-based algorithms can securely transit sensitive authentication information as
well as prove identity by mere possession or use of a private key. Key management
functions, such as those found in a PKI, must be in place and suitable key storage must
exist (e.g., in a smart card). Private key-based algorithms are usually easier to implement,
but have less functionality in handling sensitive data.

The protocol brings together the users auth-info with the authentication system.
Environmental considerations set requirements for how authentication exchanges must
handle data and messaging.

3.3.5 Relation to Other Testbeds

Because authentication is the first step in accessing system and network services,
activities of the AA Testbed have interest to most of the other CIS testbeds. Advanced
authentication is of interest to the Secure Web Testbed as a means for strengthening
authentication for resources available via HTTP. Both the Kerberos and the FORTEZZA
Testbeds have strong ties to the AA Testbed as both technologies can be used for strong
authentication. Finally, as the infrastructure needed by many advanced authentication
methods are provided by a PKI, the activities of the PKI Testbed are related to the
activities of this Testbed.

3.3.6 Activities of the Advanced Authentication Testbed

The AA Testbed addresses the issues of improving traditional authentication methods by
augmenting or replacing them with mechanisms that can provide a stronger proof of
authenticity. The project is based on currently available commercial hardware and
software as well as public domain software. The goal is to incorporate the use of AA
mechanisms into popular security packages and make them easy to use and administer.
The results of this project are available to the software and hardware maintainers for
possible incorporation into future distributions.
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The computing environment of the DoD High Performance Computing Modernization
Program (HPCMP) was chosen for this testbed given its non-unique requirements for
openness and security in a widely-distributed network. The HPCMP consists of
approximately 18 sites around the United States supporting multiple hardware
architectures and operating systems that are accessed by scientists and engineers from
various military sites as well as universities and private industries. The HPCMP
infrastructure relies on the Defense Research and Engineering Network (DREN) for
inter-site communication and the Internet for communication to participating non-DoD
sites. The HPCMP required that One-Time-Passwords (OTPs) be used for access to
program resources and the program would not support the use of specialized software
that would contain encryption code, on non-DoD hosts.

It was decided that a combination of OTP and Kerberos would meet the authentication
requirements while maintaining a user-friendly, automated environment. The Kerberos
integration started with the work done by Cliff Neuman, Glenn Zorn, and Jonathan
Trostle as outlined in their Internet Draft Integrating Single-use Authentication
Mechanisms (SAM) with Kerberos. This draft details a framework for adding various
external authentication mechanisms to Kerberos, which adds basic functionality to the
clients (kinit) and moves the complexity of the specific authentication mechanisms onto
the KDC. Policy decisions (such as if and when a principal must use additional
authentication) are made by the KDC based on available data such as username, time
client IP address, etc. A draft implementation of this framework is distributed in MIT
Kerberos Version 5.

The one-time-password mechanism chosen for this testbed was the SecurID time-based
token card with pinpad from Security Dynamics. Cards generate pseudo-random
passcodes every minute and users enter a PIN onto the card to further seed the passcode
generation. An algorithm was chosen based on the environment and available
functionality of the client in the SAM framework. An algorithm developed Sandia
National Laboratories (SNL) was selected due to its flexibility, strength, and ease of
implementation within the SAM framework.

This algorithm adds a preauthentication (preauth) field to the traditional Kerberos

AS REQ message. The preauth field contains a SecurID code encrypted with the user’s
key that is derived from the password. The KDC will decrypt the preauth message with
its copy of the user’s key, and verifies the SecurID code. At this point, the KDC knows
the user possesses the card, knows the PIN, and knows the Kerberos password. A loss or
compromise of any one of these will prevent the compromise of authorized credentials.

The SAM sequence goes as follows:
1. Client (kinit) sends an authentication request (AS_REQ).

2. KDC receives the request and checks for preauth requirements for principal. If the
hw_auth_required flag is set for this principal in the Kerberos database, the KDC
determines what type of SAM mechanism will be used and creates an error message
that describes the type of preauth required and how to obtain it. A
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SAM_CHALLENGE message is generated and sent within as an AS_REQ error
message that describes the specific challenge/SAM type required with the following
generic parameters:

type Defined list of SAM types
Flags Describe how to use Single-Use-Authentication Data (SAD)

(  Use SAD as encryption Key [send AS_REP encrypted
with SAD]

(  Send encrypted SAD [send SAD to KDC in preauth field
encrypted with client key]

( Public Key encrypt SAD [not completely defined or
implemented yet]

type-name Text name for human purposes only.
track-id Used to track multiple SAM messages.
challenge-label Text to be displayed to user for challenge.

[For SecurlD there is no challenge label or challenge value.]

Challenge Actual challenge value. [NULL]
response-prompt Text prompt to request input from user.
pk-for-sad Public Key to encrypt SAD.

[undefined and not yet implemented]
Nonce Nonce for challenge message.
Checksum Checksum of challenge message.

3. The client receives and decodes the SAM_CHALLENGE message, displays the
challenge, and prompts for the SAD as instructed by the KDC. The client then
processes the SAD based on the SAM flags and sends a response to the KDC. The
client then processes the SAD based on the SAM flags and sends a response to the
KDC. For SecurlD integration, this involves getting the SecurID code from the user
and encrypting it with the previously obtained password. This data is sent to the KDC
along with a copy of several SAM_CHALLENGE fields in a preauth message of type
SAM_RESPONSE.
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4. The KDC decodes the message and checks the SAM_RESPONSE. The KDC must
then send the passcode off to a verification routine specific to the type of OTP used
(in our case Security Dynamics sd_check() routine). This routine may return success,
failure, or insufficient data status. If successful, the KDC continues and generates a
traditional AS REP message using the key of the client for encryption. If the SAD is
insufficient, the process can be repeated by sending another SAM_CHALLENGE
with updated parameters. If a SecurlD card is suspected to be out of time
synchronization with the SecurlD server, a subsequent passcode is required from the
user. In this case, a second SAM_CHALLENGE message is issued with the prompt
set to request the next passcode as in step 2.

5. The client will receive either a successful AS_REP message or another error message
describing the reason for authentication failure.

Implementation work was minimal due to the generic functionality already built in by the
SAM extensions. A simple change to the client libraries [src/lib/krbS5/krb/preauth.c] was
made to include a timestamp in the SAM_RESPONE message for all SAM-flag settings.
This fix was submitted and accepted by MIT for inclusion in their V5-1.0 patch level 1
release. This maintains the notion of a generic client interface that will work without
modification for any OTP system designed into a Kerberos KDC.

Modifications were made to the get sam_edata() routine [src/kdc/kdc_preauth.c] to call a
new routine get securid_edata() to build an appropriate SAM_CHALLENGE message
for the request. The new routine uses static values for the SecurlD mechanism or pre-
computed values from a previous call to the verify securid_data() routine that resulted in
an insufficient data error. Similarly, modifications where made to the

verify _securid_data() routine that resulted in an insufficient data error. Similarly,
modifications were made to the verify sam_response() routine to call a new function,
verify_securid_data(), which simply acts as an interface to the sd_check() function
provided by the Security Dynamics client API.

This same code base can be used with other OTP mechanisms such as S/Key (in
precomputed mode) by replacing the SAM_CHALLENGE parameters (prompts) and
verification routine call. This configuration can provide a vehicle for implementation of
OTP on hardware architectures and operating systems that are unsupported by token
vendors. Kerberos is the entry point for clients using OTP and only the KDC must
communicate with the verification routines. Kerberos support indirectly implies OTP
support on any architecture.

3.3.7 What's Missing

The implementation for this testbed was used in the FNC.GOV Kerberos realm and a
larger test realm within the HPCMP. A problem arose due to the large amount of time it
took to verify a SecurlD passcode. The AceServer (SecurlD verification daemon) will
delay all responses for 1-15 seconds to try to detect replays. If the same SecurlD
passcode is used within the delay period, the AceServer will send failure messages back
to both. This delays the KDC, which blocks, and causes the client to timeout the primary
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KDC and send a request to the secondary KDC. The secondary KDC makes the call to
verify the OTP; it will return with a failure since the passcode has already been used by
the primary KDC. The AceServer response to the primary KDC may also be a failure if
the delay period has not been completed. If the primary KDC receives successful
verification it must still do some post-processing before it sends the AS REP to the
client. Within this time, the secondary KDC may have sent and received its passcode
verification failure and sent a KRB_ERR message to the client.

Even if the delay period can be eliminated from the passcode verification process,
allowance should be made for potentially slower verification processes and slower
machines. A facility exists in the SAM specification to redirect a SAM_RESPONSE
message to a set of KDCs that can handle the request. Implementation of this part of the
specification requires a restructuring of client library code to restrict the KDC search and
does not exist in the current MIT code base. The SAM_REDIRCT message must be
authenticated so that a third party cannot insert it into an authentication negotiation.

3.3.8 Next Steps

Efforts to implement the SAM_REDIRECT facility would be useful to this and many
other SAM configurations. Reorganization of the client code to pass KDC lists from
preauthentication routines to the AS REQ generation routines is necessary. A more
generic interface for selecting a SAM type would be useful as well as modular challenge
generation/response verification process similar to the pluggable authentication module
specification.

3.4 Public Key Infrastructure Testbed

3.4.1 Purpose

The objective of this effort was to identify the Public Key Infrastructure (PKI)
components needed to support both the CIS collaboration effort itself and general agency
interaction and collaboration via the Internet. The plan was to leverage the efforts already
underway at NIST under a separate GITS-supported effort and to:

e take advantage of a planned root CA for use by CIS participants, and

e develop basic CA security requirements, which would be needed to assure Internet
users that the basic PKI was robust and reliable.

3.4.2 Background

PKI components are needed to support public key based cryptographic services over an
open network. The primary purpose of the PKI is — normally through the use of
certificates — to provide verification of users, keys, and other information needed to
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conduct secure (i.e., signed' or encryptedz) information exchange over the network.
Typically, a User A will consult a CA to obtain a certificate for User B, with whom User
A wishes to communicate. The certificate will contain User B’s public key and other
information, and the certificate itself will be signed by the CA or other entity whose
signature User A can verify. This process may repeat until User A can verify the
necessary signatures.

The public key infrastructure is not a single, monolithic system or process. Rather, it is
the set of components, processes, policies, and other elements that, together, provide the
various PKI services needed for cryptographic protection to work. However, there must
be certain common features to enable interoperability among users and PKI components.
The focus of the PKI testbed activities is on those interoperability features.

3.4.3 Activities

The following is a brief description of each of the principal activities involved in the PKI
testbed effort.

3.4.3.1 Minimum Interoperability Specification for PKI Components (MISPC)

NIST has an ongoing PKI development project designed to advance the development and
deployment of a PKI in the federal Government. One of the initial activities of this
project was the development of an MISPC. This specification is designed to ensure basic
interoperability of PKI component products (e.g. certificate servers, directories, etc.). It is
based on the X509 version 3 (ITU-T X509v3) certificate specification and specifies
minimum functionality for digital signatures. This certificate format is extensible and can
also address encryption needs, but the MISPC does not include encryption functionality
in its current version.

The CIS project teams were provided copies of the MISPC document and provided
comments and recommendations to NIST as part of the document review process.
Although one of the original goals of the CIS PKI effort was to incorporate the MISPC
work into the CIS testbeds, there were no off-the-shelf products that incorporated the
MISPC sufficiently to enable any useful testing. This should be possible during Phase 11
of the CIS project.

3.4.3.2 Root Certificate Authority

It was initially planned that a NIST-provided root certification authority (Root CA)
would be set up to serve all the CIS testbeds having PKI needs. However, due to

"In this discussion, the term signing will refer to the process of generating and attaching a digital signature
for a message, record, or other set of data.

2 Although encryption can refer to any process in which information is transformed by a cryptographic
process, we will use the term encryption to refer to such translations performed for the purpose of
providing privacy of information.
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procurement delays, NIST was unable to initiate a contract for the development of the
planned Root CA reference implementation that the CIS testbeds could use. Therefore,
each CIS testbed that employed off-the-shelf products, used the PKI components
provided by the respective products; it was not possible to conduct useful interoperability
tests based on a common root CA. As of October 1997, the root CA development was
underway, and it is hoped that it will be available for use in Phase II of the CIS project.

3.4.3.3 Certificate Policy and Certification Practice Statement Framework

One important, although unglamorous element of establishing a PKI is the development
of policies and procedures under which various PKI elements will operate. In particular,
since CAs are vital elements in the overall structure, the security policies and procedures
of those CAs is critical. The NIST PKI team has developed

3.4.4 Conclusions

Due to our inability to implement a fully-functional CA or other PKI components, there
are relatively few solid conclusions to be drawn from the effort. The primary products of
this phase of the report include the following:

e  MISPC - The specification itself has been circulated throughout the community, and
has been included in the work of the IETF PKIX effort. This should help increase the
overall level of interoperability of cryptographic services and PKI components.

e Draft CA Policy and Practice Statement Framework — This framework provides
much of the non-technical basis for real-world implementation of a PKI.

3.4.5 What's Missing?

The key missing element — and, indeed, the objective of the MISPC — is the absence of
basic interoperability among various crypto services products and their PKI elements. It
is currently required that, for the most part, users all employ the same product or product
family in order to interoperate. Although the MISPC was developed with the cooperation
of several industry partners® who have committed to implementing the specification in
their products, such products are not yet widely available.

3.4.6 Next Steps

The following are some next steps that can be taken under the CIS effort to extend the
work of the PKI testbed and to foster wider use of PKI based crypto services.

o Explore additional applications of the MISPC — The existing MISPC has yet to be
implemented widely in off-the-shelf PKI products. It would be very helpful to explore

3 AT&T, BBN, Certicom, Cylink, DynCorp, IRE, Nortel Secure Networks, Motorola, Spyrus, and Verisign
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the extent to which the specification can or will be implemented in existing or
upcoming products.

e Implement the use of a Root CA — Once the pilot root CA is ready, it should be
used among CIS and other participants to demonstrate interoperability and efficiency.

o Security Specifications for CAs — Since CAs are more than the hardware and
software involved, there is beginning to be activity to develop formal requirements
and security specifications for CA operations. This could also be explored as a CIS
project.

3.5 INCIDENT RESPONSE TESTBED

Most agencies require incident response assistance now because of their rapid and
expanding involvement in the use of the Internet and other networking technologies.
OMB has recognized this long-term need by requiring agency incident response
capabilities in OMB Circular A-130 (Appendix III).

3.5.1 Background

On June 3, 1996, the GITS Innovation Fund Committee granted $2,796,000 to the NIST
to establish a federal Computer Incident Response Capability (FedCIRC). The capability
which is now operational assists federal civilian agencies in their incident handling
efforts by providing proactive and reactive computer security related services.

NIST subcontracts the operational incident handling capability to the Defense Advanced
Research Project Agency's CERT(SM) Coordination Center (CERT/CC) and to the
Department of Energy's Computer Incident Advisory Capability (CIAC). NIST is
responsible for operational management and for facilitating the development of incident
handling standards and guidelines by utilizing the vulnerability data collected by
FedCIRC. The vulnerability information will also be used in the analysis and testing of
software and other products.

FedCIRC combines the experience and expertise of NIST's Computer Security Division,
CERT/CC, and CIAC to provide agencies with cost reimbursable, direct technical
assistance and incident handling support.

The need for an incident handling capability that crosses agency boundaries has never
been greater. Almost all federal agencies are now connected to the Internet and exchange
information regularly. The number of Internet related incidents that have occurred in the
past year along with the increase and complexity of threats, requires agencies to take
seriously their incident handling capability. The Office of Management and Budget
(OMB) has emphasized this need in OMB Circular A-130, Appendix III, by requiring
agencies to be able to respond in a manner that both protects their own information and
helps to protect the information of others who might be affected by the incident. The
private sector is undergoing the same rapid growth in network dependency as the federal
community and are in need of the same incident handling support. Several private sector
organizations have foreseen this need and have begun to offer incident handling services.
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3.5.2 Purpose

FedCIRC was created to leverage incident response capabilities developed by scientific
and research agencies (DoE, DARPA, NASA) to the broader federal networking
community

e Provide on-call support for incident handling.

e Educate the federal community in computer security incident handling.

e Assist in providing an ongoing, sustainable process for incident response capability.

3.5.3 Relation to Other Testbeds

The core activity of FedCIRC, providing an incident response capability to federal
agencies, has little relation to the work done by other testbeds. Yet, the outreach and
education mission of FedCIRC has relevancy to nearly all other testbeds as the
technologies employed to reduces the likelihood of an incident are being explored in each
of the other CIS testbeds.

3.5.4 Activities of the Incident Response Testbed

There are six primary services that FedCIRC provides to the federal civilian agencies.
The amount of service depends on the subscription level to which an agency or major
operating unit subscribes. A description of each of the six services, as well as an
explanation of the derivation for the cost structure, is given in the sections below.

3.5.4.1 Incident Handling Substructure

The incident handling substructure is the foundation of FedCIRC. The availability of the
incident response hotline support and the collection, analysis, and publication of threat,
vulnerability, and other security related data can only be accomplished if the underlying
infrastructure is in place. The infrastructure consists of the following activities:

e alert creation,;

e interaction with other incident handling organizations, law enforcement, and vendors;
e threat and trend analysis;

e hotline availability;

e data tracking;

e vulnerability analysis;

e report generation;
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e database maintenance;

e guidance documents (e.g., example practices);
e web site maintenance; and,

e technology watch.

The substructure is, in essence, a shared resource among all subscribers and its cost will
be shared proportionately. Each subscribing agency or organizational unit account will be
debited monthly for one-twelfth of the total cost listed for this service under the selected
subscription level.

The direct products derived from the substructure are described in the following sections.

3.5.4.2 Quarterly Activity Summaries

FedCIRC subscribers will receive by e-mail sanitized data and statistics about types of
incidents and trends and information on new tools and guidance on preventing and
handling incidents. The Quarterly Summary will contain aggregate data which is
available to the public. The complete list of reported statistics can be found at the
FedCIRC web site.

3.5.4.3 Web Site Access to a Repository of Tools and Example Practices

The FedCIRC created a public FedCIRC web site to provide access to a repository of
tools and to give example practices. Topics available at the web server include: alerts,
advisories, security tools, best practices documents, and links to other security servers.

3.5.4.4 Security Alerts, Advisories, and Bulletins

A set of FedCIRC security alerts, modeled after the CIAC Bulletins and the CERT
Advisories, will be made available to FedCIRC members as events require.

These alerts will include a description of the vulnerability problem, the platform(s) and
operating system(s) affected, the impact of the vulnerability problem, and patches and
work-arounds, if available. The alerts will reflect the combined expertise and
perspectives of the nation's most experienced incident response teams.

3.5.4.5 Incident Response and Hotline Support

Emergency technical assistance in response to computer security incidents is provided 24
hours per day, seven days a week. A "help desk" provides assistance during "normal
business hours" (8:30 a.m. to 9:00 p.m. (EST/EDT, GMT-5/GMT-4)). Assistance is
provided via telephone, e-mail, and pager hotline.
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Incident response support ranges from providing agencies with direct technical support to
handle computer security incidents or providing backup support to agency response
teams dealing with large and complex incidents, to only providing agency response teams
with information on threats, vulnerabilities and countermeasures that allow agency teams
to effectively deal with incidents on their own.

Many activities are required to provide an incident response hotline. Some sample
activities that provide this support include:

e problem analysis: analyze the problem, determine the magnitude of the threat, and
provide technical assistance in identifying and closing vulnerabilities; *technical
advice: issue advisories to the agencies warning of the problem and describing
countermeasures;

e technical advice: provide guidelines on implementing vulnerability "fixes" and other
security controls;

e assistance: facilitate the interaction of victims and relevant law enforcement agencies
in reporting security incidents involving violations of the law;

e assistance: coordinate with other security organizations including the Forum of
Incident Response and Security Teams (FIRST);

e assistance: work with vendors to provide critical security patches and work-arounds;
and,

e vulnerability analysis: perform vulnerability analysis to identify a vulnerability's root-
cause in order to identify other potential problems before they occur.

The types of operating systems for which FedCIRC will handle incidents include: UNIX,
VMS, MVS, DOS, Windows, Mac, NT, VM, and MPE-XE. The types of protocols
covered include: TCP/IP, IPX, Ethernet, LAT, DECnet, Token Ring, and FDDI.

Around-the-clock availability of the hotline is partially supported through the shared cost
of the substructure services. In addition, a specific number of hours have been allocated
for each of the three subscription levels.

3.5.4.6 Annual FedCIRC Incident Handling Conference

An annual conference on the current state of security threats and security improvement
practices will be held in the Washington, D.C. area. The conference will be an
opportunity for federal agencies to share lessons learned from security incidents and the
results of security improvement efforts, as well as an opportunity to review commercially
available security products.

The annual conference is a two day event that focuses on the lessons learned from each
year's service to the FedCIRC members. There will be training sessions addressing those
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countermeasures identified as reducing the current risks to federal information systems.
Some of the proposed agenda topics or tracks for the annual conference are:

e status of the FedCIRC effort;

e updates from various FedCIRC members, e.g., successes, lessons learned;

e sessions on forming and sustaining an organic incident response capability;
e session on incident escalation and when to contact the FedCIRC hotline; and
o trade show exhibit space for vendors.

3.5.4.1 Semi-Annual "State of the Threat" Subscriber Meeting

In a given year, two subscriber meetings will be conducted. Meeting agendas will consist
of two and a half days of briefings on current incident trends, recent vulnerabilities, latest
viruses, and concentrated training. Detailed descriptions, impacts, fixes and work-
arounds will be disseminated at subscriber meetings. FedCIRC subscribers will share
related experiences, current practices, policies and procedures during these meetings.
Seminar topics covered at the meeting

e "Internet Security for System and Network Administrators,"

e "Connecting to the Internet Securely,"

e "LAN Security for Desktop Systems - Novell, Windows 95/NT," and,
e "Virus Detection, Eradication and Prevention."

The training that is provided during the semi-annual subscriber meetings will evolve as
required to address current computer and information risks. Current information will be
available on the FedCIRC web page.

3.5.4.2 On-Site Information Security Evaluation (ISE)

One security evaluation of a single agency program will be conducted. The program to be
evaluated will be identified prior to signing the Interagency Agreement. The evaluation
will be performed over a four month time frame and will consist of two on-site visits. The
scope of the ISE will be tailored to the subscriber's needs. The ISE assessment includes a
review of selected components of the agency's network policy, infrastructure and network
topology. The assessment identifies high leverage improvement opportunities and the
most serious network vulnerabilities.

Recommendations on improving the security of the program will be presented in a report.

A one day training session designed for the agency and addressing the report's
recommendations will be presented on-site for all network and security administrators.
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3.5.4.3 Assistance in Establishing an On-site Incident Response Capability

Five days of mentoring and hands-on training at either CERT/CC and/or CIAC will be

conducted for a maximum of five students. Subscriber agencies are responsible for
students' travel and accommodations. Training will be tailored to the needs of the

subscriber. The training consists of working with incident handling specialists to answer
hotline calls, handle incidents, and prepare alerts. All the issues, such as dealing with the

press, law enforcement, security and network experts, and vendors, will be explored
through first-hand experience.

This training covers topics such as:

e volunteer Incident Response Capability (IRC) option;
e incident escalation to FedCIRC;

e abudget and sustaining it over fiscal years;

e space, equipment and personnel;

e operational issues - incident handling procedures, physical, and electronic security;

e press issues;
e confidential versus public information;
e developing technical documents and standard replies;

e developing a FAQ (Frequently Asked Question);

e training constituency on reporting incidents, encryption, and other computer-related

security topics;
e types of incidents and types of responses;
e importance of reference numbers;
e staffing requirements; and,

e information requests.

This training will be performed only for the platinum subscription level of $250,000. It

has been calculated that $10,000 of the total subscription cost will be spent on this
training. The subscription agency account will be debited for this service.
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3.5.7 What's Missing?

In spite of increased publicity surrounding security breaches on federal networks, IT
managers, as a whole, still do not consider security a priority. In this climate of shrinking
budgets, an incident response capability is not seen as a necessity until after an
embarrassing or costly intrusion has occurred. FedCIRC has provided incident response
capability for two years to agencies that did not have internal expertise to manage
security incidents. Though the need for incident response has not diminished, the
FedCIRC service will be discontinued due to lack of funding.

Therefore, the two key missing elements in the federal government in this area are:

1. Broad awareness of both the value and the costs associated with and incident
response capability.

2. Mechanisms for continuous funding of an incident response capability.

3.5.8 Next Steps

For the FedCIRC capability to be available and useful the agencies (those involved in the
CIS effort and others), additional organization (to support a larger scale operations) and,
of course, a clear and stable funding source will be needed. This may or may not be part
of subsequent CIS activities.

3.6 Security Testing and Certification Testbed

As part of the CIS project, NIST undertook to involve the recently established National
Information Assurance Partnership (NIAP) as a testbed for testing and certification of
security technology and products. The NIAP is based on the National Voluntary
Laboratory Accreditation Program (NVLAP), which provides an accreditation
mechanism for commercial testing laboratories. The NIAP itself is a NIST / NSA joint
initiative designed to meet the security testing needs of both information technology
producers and users. The program is intended to foster the availability of objective
measures and test methods for evaluating the quality of IT security products. In addition,
it is designed to foster the development of commercial testing laboratories that can
provide the types of testing and evaluation services which will meet the demands of both
producers and users.

The program should help producers increase the value and competitiveness of their
products (in the U.S. and abroad) through the availability of formal, independent testing
and certification. NIAP efforts will help users - in both the public and private sectors - by
providing a sound and reliable basis for the evaluation, comparison, and selection of
security products.
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3.6. 1 Background

In today's world of electronic commerce, organizations in both private and public sectors
must place increased trust in the products, systems, and technologies they use to create,
process, transmit and store valuable information. That trust is a measure of the
confidence or assurance that a component or product - or an entire system - will perform
reliably and to specifications, even in the face of intentional or directed "attacks." In other
words, we demand security as part of that trust.

Formal testing has long been a principle method of assuring conformance to functional,
performance, reliability, or interoperability specifications. However, if a component or
product is intended to provide security services, i.e., to protect the functionality,
performance or reliability of a system, then confidence demands become greater and the
testing requirements become more complex and difficult. For example, in addition to
testing that certain things happen according to specifications, security testing must also
help assure unwanted things don't happen. Trust in a product can be enhanced further
when the product has been tested and certified by a competent, independent third party.

Competent, independent security testing is needed by anyone who wants to design and
build, market, procure, or employ products or systems requiring any level of security or
trust. Designers and builders need effective tests and test methods for their products
before sending them out the door. Vendors seek independent testing and certification as a
way to demonstrate compliance with user requirements or to increase the value and
marketability of their products to would-be users. Finally, users depend on independent
testing and certification as a "mark of quality," as a way to distinguish between
competing products, and as a way to assure conformance to their security requirements -
that is, to enhance their trust.

Testing clearly adds value - but testing is not easy, and it's not cheap. In today's highly
competitive, fast changing world of IT, neither producers nor users will tolerate extensive
costs or delays to achieve that value. Today, there are few organizations able to perform
competent, independent security testing - and even fewer effective methods for
conducting security testing. In addition, because of the global nature of the information
technology marketplace, vendors and users are demanding global recognition of product
certification so they do not have to undertake new testing in each national or regional
market.

As information technology continues to change rapidly, as products and systems become
increasingly complex, and as our dependence on them becomes vital, effective and
economic testing becomes critical. Security products must change to stay ahead of
evolving threats; so must the tests, test methods, and metrics used to evaluate those
products.

3.6.2 Purpose

With respect to the CIS project, it was assumed that as the security technology used in the
other testbeds becomes more commercially available and widely used, there would
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should be a demand for third-party testing or certification of products containing that
technology. Thus, a number of those technologies were examine for possible
development of formal testing criteria. In some cases, such criteria were developed for
other technologies (e.g., Internet firewalls) as well.

The long-term goal of NIAP is to help ensure the security of information technology
systems and networks through cost-effective testing, evaluation, and certification
programs. For the U.S. this should help maintain the nation's leadership in information
technology. Perhaps more importantly, NIAP should improve the trust of citizens,
private sector organizations, and the government in the security and reliability of the
constantly increasing elements of our economy and daily lives that are dependent on
information technology. To achieve these goals, the partnership seeks to:

e Promote the development and use of security-enhanced IT products and systems.

e Demonstrate and increase the value of independent testing and certification as a
measure of security and trust in information technology.

e Foster research and development to advance the state-of-the-art in security test
methods and metrics.

e Move current government-conducted evaluation and testing efforts to accredited,
private sector laboratories.

e Help establish the elements of a robust commercial security testing industry.

o Establish the basis for international mutual recognition and acceptance of tested and
certified security products.

3.6.3 Relationship to Other Testbeds

Although there was no direct interaction between this activity and the other CIS testbeds,
as was mentioned earlier, the technologies used in those testbeds will, at some point, need
formal testing and/or certification when incorporated into commercial products. In at
least one of the other testbeds (PKI), the principal products of the effort included
development of specifications that would form the basis for subsequent testing (e.g., the
MISPC and the security requirements for certificate authorities).

3.6.4 Activities of the Testing and Certification Testbed

NIAP is developing tools, test methods and tests for specification-based information
technology security products. This means that the security functionality and assurance
requirements of a product or system must be formally described or specified. These
specifications then form the basis for the development and conduct of test for the product
or for a class of product (e.g., for a firewall, an access control device, or a network
router).
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The internationally developed Common Criteria (CC) is the focus of much of NIAP's
work. The CC provides a comprehensive, rigorous method for specifying security
functionality and assurance requirements for products (or classes or products), usually in
the form of protection profiles (PPs). The CC provides an internationally recognized
basis for specifying and testing a wide range of security technology, from components to
products and systems.

Although not part of this phase of the CIS effort, Internet firewalls are a recognized,
effective technology for the isolation and protection of local networks or subnets from the
Internet as a whole. The NIAP team produced a formal protection profile for network
firewalls that may be used to test products used in subsequent CIS work.

It is important to note, however, that the tests and methods that NIAP develops and
promotes are not limited to those based on the CC. Rather, any type of specification-
based product testing program can be accommodated in the NIAP program. Therefore, it
will be possible, for example, to develop security specifications for any of the
technologies studied in the CIS project and develop tests, which may then be conducted
by accredited laboratories.

3.6.5 What's Missing?

The concept of commercial accredited testing laboratories for security product testing is
not a new one, but only in the last few years have efforts been undertaken to develop the
basic concept into working documents, specifications, and processes. However, except
for testing of cryptographic module implementations (FIPS 140-1), there a few such
accredited labs. There are no accredited CC labs (in the US) because of the relative
newness of the program. If the security technology used in various CIS testbeds is be
become commercially available and, most importantly, trusted by the user community,
such testing processes may be demanded. It would also be helpful if PPs for more of the
CIS testbed technologies were developed. (e.g., secure messaging, Kerberos, even
FORTEZZA).

3.6.6 Next Steps

The NIAP is only just beginning its operations, and much is yet to be done to establish its
programs and activities. However, the following are currently planned or underway:

e Development of tools for use by developers and test labs.

e Assistance to organizations wishing to establish testing and certification programs for
standards, products, or classes of products.

e Accreditation of testing laboratories.
e Collaborative research or testing programs with industry or laboratory organizations.

e Research into advanced techniques of formal program specification and testing.
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e Establishment of a private sector CC Testing Program (CCTP) laboratory
accreditation program.

e Development of CC based protection profiles and associated test sets for selected
classes of security products (e.g., firewalls).

e Establishment and promotion of a formal, international mutual recognition scheme
based on a CC based evaluation.

e Maintenance of accredited laboratory, certification program, and evaluated product
lists.

e Serving as a general center of expertise and resources for the security testing
community.

These may or may not be undertaken as part of subsequent CIS efforts.
3.7 Privacy, Digital Sighature & Secure Messaging Testbeds

Three separate testbeds (Privacy, Digital Signature and Secure Messaging) were
established under NASA’s responsibility. The intent was to smoothly transition them into
a single entity using a phased approach. The common threads for the testbeds are:

e Confidentiality - controlling access to information so that only those for whom the
information was intended will be able to retrieve it

o Integrity- protecting information so that the accuracy of the data can be accepted with
a high degree of confidence

o Authenticity - providing the recipient with a level of trust that the information was
actually sent by the person claiming to have sent it.

e Non-repudiation - assuring the origination of the information and that the originator
can not deny sending the information.

e Public/Private Keys - management of the issuance, use, certification, revocation, and
control of keys and key certificates.

3.7.1 Background

The federal Government’s use of computers and networking has enhanced the speed and
efficiency of communications among agencies and to the general public. However, this
increased reliance on the open Internet and the World Wide Web has increased the
chances for the data to be compromised. Potential compromises exist in the areas of
accuracy, confidentiality, and authenticity. To safeguard these vital channels for
disseminating information, improvements in authenticity, confidentiality, and security of
communications must be developed.
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3.7.2 Purpose

The purposes of the three testbeds under NASA’s responsibility were:

e The Privacy Testbed focused on the issues of authentication, security and privacy
using a system of public keys and certificates based on the MIT freeware version
2.6.2 of Pretty Good Privacy (PGP).

e The Digital Signature Testbed investigated the issues of authentication, security and
privacy using a Certificate Authority System based on the Northern Telecom Entrust
system.

o The Secure Messaging Testbed looked at the issues of the use, management and
maintenance of a secure messaging system based on public keys and digital
signatures.

3.7.3 Relationship to Other Testbeds

Because digital signatures can be used to prove the authenticity of information resources
of web-accessible information, as well as authentication of users and the provision of
access control to resources on the web, the work of this testbed is of interest to the Secure
Web Testbed.

The PKI Testbed is helping to develop a formal method for managing digital certificates.
This infrastructure element provides the necessary functions to manage the certificates
necessary for validating the encryption keys used in both the Digital Signature and
Secure Messaging Testbeds. Certificates can be simple, PGP type public keys and
certifications like those being tested in the Privacy Testbed, or they can be much more
strictly handled like the Certificate Authority System ones from the Digital Signature
Testbed. A useful PKI must have a flexible means for controlling the public/private keys,
as well as an ordered way for managing the certification, issuing, rescinding and
changing of these keys and the accompanying certificates of authentication. These are
precisely the reasons why testbed participants are looking into Simple Distributed
Security Infrastructure (SDSI) with Professor Ron Rivest of MIT.

The Secure Messaging Testbed is exploring areas of interest to both the Secure Web and
AA Testbeds because here too the use of encryption and authentication requires a flexible
means for controlling the public/private keys and the accompanying certificates of
authentication. Thus, the Secure Messaging Testbed is the application that ties the PKI
Testbed, the Digital Signature Testbed, the Privacy Testbed, and the AA Testbed
together.
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3.7.4 Activities of the Privacy, Digital Signature & Secure Messaging Testbed
3.7.4.1 Privacy Testbed

The freeware 2.6.2 version of PGP was determined to be the best application for use
within the Privacy Testbed. Copies of a CD-ROM with the freeware version 2.6.2 of PGP
for Macintoshes, PCs and UNIX platforms were obtained and given to all CIS
participants who wanted them. Assistance was provided to the National Science
Foundation (NSF) and the National Institutes of Health (NIH) in installing PGP, creating
public/private key pairs, managing a PGP public key ring, and in certifying user keys.
Procedures for certifying PGP keys were established and disseminated to CIS
participants. Levels of authenticity were defined for use within the Privacy Testbed. A
"Kerberized," web-based, PGP key server has been identified and steps will be taken to
incorporate this into the testbed.

3.7.4.2 Digital Signature Testbed

Northern Telecom’s Entrust products were used as part of the Digital Signature Testbed.
At the beginning, participants created a CA using Entrust. As a way to demonstrate the
use of digital signatures, pilot projects were formed to use the digital signature in
conjunction with Informed Electronic Forms. Currently, a pilot is set up to do a NASA
Research Announcement (NRA) for the Mission to Planet Earth (MTPE) where the grant
announcement